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Feiten
Adobe heeft kwetsbaarheden verholpen in Acrobat Reader.
Duiding

Een kwaadwillende kan de kwetsbaarheden misbruiken om willekeurige code uit te voeren met rechten van het
slachtoffer, of toegang te krijgen tot gevoelige gegevens.

Oplossingen

Adobe heeft updates uitgebracht om de kwetsbaarheden te verhelpen in Acrobat Reader DC 24.002.20759 en
Acrobat Reader 2020 20.005.30636 (Windows) & 20.005.30635 (MacOS). Voor meer informatie, zie bijgevoegde
referenties.

https://helpx.adobe.com/security/products/acrobat/apsb24-29.html

Referenties

> https://helpx.adobe.com/security/products/acrobat/apsb24-29.html

Kwetsbaarheden
CVE CVSS Score
> CVE-2024-30284
> CVE-2024-30310
> CVE-2024-30311 5.5 MEDIUM
> CVE-2024-30312 5.5 MEDIUM
> CVE-2024-34094
> CVE-2024-34095
> CVE-2024-34096
> CVE-2024-34097
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> CVE-2024-34098
> CVE-2024-34099
> CVE-2024-34100

> CVE-2024-34101

CWE's

CWE
> CWE-125
> CWE-20
> CWE-284
> CWE-416

> CWE-787

Getroffen producten

adobe

acrobat_reader_2020

acrobat_reader

7.8 HIGH

7.8 HIGH

7.8 HIGH

5.5 MEDIUM

Beschrijving
Out-of-bounds Read
Improper Input Validation
Improper Access Control
Use After Free

Out-of-bounds Write
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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