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Feiten

Microsoft heeft kwetsbaarheden verholpen in Windows.

Duiding

Een kwaadwillende kan de kwetsbaarheden misbruiken om aanvallen uit te voeren die kunnen leiden tot de
volgende categorieén schade:

« Denial-of-Service (DoS)

» Omzeilen van beveiligingsmaatregel

 (Remote) code execution (Administrator/Root rechten)
« (Remote) code execution (Gebruikersrechten)

* SQL Injection

- Toegang tot systeemgegevens

 Verhoogde gebruikersrechten

De ernstigste kwetsbaarheid heeft kenmerk CVE-2024-30080 toegewezen gekregen en bevindt zich in de MSMQ
Message Queueing. Een kwaadwillende kan de kwetsbaarheid misbruiken om willekeurige code uit te voeren
met verhoogde rechten. Hiervoor dient de MSMQ wel geactiveerd te zijn. Dit is geen standaard optie. Bij correct
gebruik is een actieve MSMQ niet vanaf publieke netwerken te bereiken, maar allen vanaf het lokale netwerk.
Grootschalig misbruik is daarmee niet waarschijnlijk.

Windows Kernel-Mode Drivers:

| -me e | ------ | |
| CVE-ID | CVSS | Impact |
| RN | |
| CVE-2024-35250 | 7.80 | Verkrijgen van verhoogde rechten |
| CVE-2024-30084 | 7.00 | Verkrijgen van verhoogde rechten |

Windows Routing and Remote Access Service (RRAS):

| -me e | ------ | |
| CVE-ID | CVSS | Impact |
| RN | |
| CVE-2024-30094 | 7.80 | Uitvoeren van willekeurige code |
| CVE-2024-30095 | 7.80 | Uitvoeren van willekeurige code |

Microsoft Windows Speech:

| -me e | ------ | |
| CVE-ID | CVSS | Impact |
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| CVE-2024-30097 | 8.80 | Uitvoeren van willekeurige code

Windows Standards-Based Storage Management Service:

|
| CVE-ID | CVSS | Impact
R RRREEEE |----- |
| CVE-2024-30083 | 7.50 | Denial-of-Service
| -mem e |------ |
Windows DHCP Server:
| -mem e |------ |
| CVE-ID | CVSS | Impact
| -me e | ------ |
| CVE-2024-30070 | 7.50 | Denial-of-Service
| RN |
Windows Kernel:
|- PR EEEE
| CVE-ID | CVSS | Impact

| CVE-2024-30068 | 8.80

I
I
|

| CVE-2024-30064 | 8.80 | Verkrijgen van verhoogde rechten
| Verkrijgen van verhoogde rechten
|

| CVE-2024-30089 | 7.80 | Verkrijgen van verhoogde rechten
| CVE-2024-30090 | 7.00 | Verkrijgen van verhoogde rechten
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Windows Win32K - GRFX:
[=ommmmm o
| CVE-ID

I I

I I

[----mmmmme o I I
| CVE-2024-30082 | 7.80 | Verkrijgen van verhoogde rechten |

I I

I I

I I

| CVE-2024-30087 | 7.80 | Verkrijgen van verhoogde rechten |
| CVE-2024-30091 | 7.80 | Verkrijgen van verhoogde rechten |
e e PR EREPEE |
Microsoft Windows:

R R RRREEEE EEREEE | |
| CVE-ID | CVSS | Impact |
| -mem e |------ | |
| CVE-2023-50868 | 7.50 | Denial-of-Service

| -me e | ------ | |
Windows Server Service:

| -mem e R R |
| CVE-ID | CVSS | Impact |

| CVE-2024-30062 | 7.80
R e ERREES

I
I
I

| CVE-2024-30080 | 9.80 | Uitvoeren van willekeurige code |
| Uitvoeren van willekeurige code |
I

Windows Wi-Fi Driver:

| CVE-2024-30078 | 8.80
R EERRRE

Windows Event Logging Service:

| RN | |
| CVE-ID | CVSS | Impact |
|- |----- | |
| CVE-2024-30072 | 7.80 | Uitvoeren van willekeurige code |

Windows Container Manager Service:

| -mm e |- | |
| CVE-ID | CVSS | Impact |
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| |- R REEREE |
| CVE-2024-30076 | 6.80 | Verkrijgen van verhoogde rechten |

Windows Cloud Files Mini Filter Driver:

| =omm e | --e- | |
| CVE-ID | CVSS | Impact |

R RRRREEEE REREEE [ |
| CVE-2024-30085 | 7.80 | Verkrijgen van verhoogde rechten |

Microsoft WDAC OLE DB provider for SQL:

| -mem e |------ | |
| CVE-ID | CVSS | Impact |

| -me e | ------ | |
| CVE-2024-30077 | 8.00 | Uitvoeren van willekeurige code |

Windows Cryptographic Services:

| CVE-2024-30096 | 5.50
Rt EERE

Windows NT 0S Kernel:

| ________________
| CVE-ID

I I

I I

[----mmmmmmmo e I I
| CVE-2024-30088 | 7.00 | Verkrijgen van verhoogde rechten |

I I

I I

| CVE-2024-30099 | 7.00 | Verkrijgen van verhoogde rechten |
e e PR EREPEE |
Winlogon:

R R RRREEEE EEREEE | |
| CVE-ID | CVSS | Impact |
| -mem e |------ | |
| CVE-2024-30066 | 5.50 | Verkrijgen van verhoogde rechten |
| CVE-2024-30067 | 5.50 | Verkrijgen van verhoogde rechten |

I I
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Windows Win32 Kernel Subsystem:

| -mem e |------ |
| CVE-ID | CVSS | Impact

|- |- |
| CVE-2024-30086 | 7.80 | Verkrijgen van verhoogde rechten

Windows Perception Service:

| |
| CVE-ID | CVSS | Impact
R R RRREEEE EEREEE |
| CVE-2024-35265 | 7.00 | Verkrijgen van verhoogde rechten
| -mem e |------ |
Windows Themes:
R RRRREEEE REREEE [
| CVE-ID | CVSS | Impact
| -mem e |------ |
| CVE-2024-30065 | 5.50 | Denial-of-Service
|- |- |
Windows Storage:
| -me e | ------ |
| CVE-ID | CVSS | Impact
| |- R REEREE
| CVE-2024-30093 | 7.30 | Verkrijgen van verhoogde rechten

I I

Windows Distributed File System (DFS):

| =omm e | --e- |
| CVE-ID | CVSS | Impact

R RRREEEE |----- |
| CVE-2024-30063 | 6.70 | Uitvoeren van willekeurige code

Oplossingen

Advisory NCSC-2024-0248

Microsoft heeft updates beschikbaar gesteld waarmee de beschreven kwetsbaarheden worden verholpen. We

raden u aan om deze updates te installeren. Meer informatie over de kwetsbaarheden, de installatie van de

updates en eventuele work-arounds vindt u op:
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https://portal.msrc.microsoft.com/en-us/security-guidance

Dreigingsinformatie

CVE Lijst toe te voegen:

Advisory NCSC-2024-0248

CVE-2023-50868, CVE-2024-30062, CVE-2024-30063, CVE-2024-30064, CVE-2024-30065, CVE-2024-30066,
CVE-2024-30067, CVE-2024-30068, CVE-2024-30069, CVE-2024-30070, CVE-2024-30072, CVE-2024-30076,
CVE-2024-30077, CVE-2024-30078, CVE-2024-30080, CVE-2024-30082, CVE-2024-30083, CVE-2024-30084,
CVE-2024-30085, CVE-2024-30086, CVE-2024-30087, CVE-2024-30088, CVE-2024-30089, CVE-2024-30090,
CVE-2024-30091, CVE-2024-30093, CVE-2024-30094, CVE-2024-30095, CVE-2024-30096, CVE-2024-30097,
CVE-2024-30099, CVE-2024-35250, CVE-2024-35265

Kwetsbaarheden

CVE

> CVE-2023-50868

> CVE-2024-30062

> CVE-2024-30063

> CVE-2024-30064

> CVE-2024-30065

9 CVE-2024-30066

> CVE-2024-30067

> CVE-2024-30068

> CVE-2024-30069

> CVE-2024-30070

9 CVE-2024-30072

> CVE-2024-30076

> CVE-2024-30077

CVSS Score

7.8 HIGH

6.7 MEDIUM

8.8 HIGH

5.5 MEDIUM

5.5 MEDIUM

5.5 MEDIUM

8.8 HIGH

4.7 MEDIUM

7.5 HIGH

7.8 HIGH

6.8 MEDIUM


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-50868
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-50868
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30062
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30062
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30063
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30063
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30064
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30064
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30065
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30065
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30066
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30066
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30067
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30067
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30068
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30068
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30069
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30069
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30070
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30070
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30072
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30072
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30076
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30076
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30077
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30077
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> CVE-2024-30078
> CVE-2024-30080
> CVE-2024-30082
> CVE-2024-30083
> CVE-2024-30084
> CVE-2024-30085
> CVE-2024-30086
> CVE-2024-30087
> CVE-2024-30088
> CVE-2024-30089
> CVE-2024-30090
> CVE-2024-30091
> CVE-2024-30093
> CVE-2024-30094
> CVE-2024-30095
> CVE-2024-30096
> CVE-2024-30097
> CVE-2024-30099
> CVE-2024-35250

Y CVE-2024-35265

CWE's

CWE

Beschrijving

8.8 HIGH

9.8 CRITICAL

7.8 HIGH

7.5 HIGH

7.0 HIGH

7.8 HIGH

7.8 HIGH

7.8 HIGH

7.0 HIGH

7.8 HIGH

7.0 HIGH

7.8 HIGH

7.3 HIGH

7.8 HIGH

7.8 HIGH

5.5 MEDIUM

8.8 HIGH

7.0 HIGH

7.8 HIGH

7.0 HIGH
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30078
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30078
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30080
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30080
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30082
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30082
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30083
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30083
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30084
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30084
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30085
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30085
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30086
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30086
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30087
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30087
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30088
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30088
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30089
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30089
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30090
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30090
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30091
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30091
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30093
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30093
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30094
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30094
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30095
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30095
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30096
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30096
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30097
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30097
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30099
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-30099
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-35250
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-35250
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-35265
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-35265
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> CWE-121
> CWE-122
> CWE-125
> CWE-126
> CWE-190
> CWE-191
> CWE-20
> CWE-200
> CWE-367
> CWE-400
> CWE-415
> CWE-416
> CWE-59
> CWE-641

> CWE-822

Getroffen producten

microsoft

windows_10_version_1507
windows_10_version_1607
windows_10_version_1809
windows_10_version_21h2
windows_10_version_22h2
windows_11_version_21h2

windows_11_version_22h2
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Stack-based Buffer Overflow

Heap-based Buffer Overflow

Out-of-bounds Read

Buffer Over-read

Integer Overflow or Wraparound

Integer Underflow (Wrap or Wraparound)

Improper Input Validation

Exposure of Sensitive Information to an Unauthorized Actor
Time-of-check Time-of-use (TOCTOU) Race Condition
Uncontrolled Resource Consumption

Double Free

Use After Free

Improper Link Resolution Before File Access ('Link Following")
Improper Restriction of Names for Files and Other Resources

Untrusted Pointer Dereference


https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/191.html
https://cwe.mitre.org/data/definitions/191.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/367.html
https://cwe.mitre.org/data/definitions/367.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/415.html
https://cwe.mitre.org/data/definitions/415.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/641.html
https://cwe.mitre.org/data/definitions/641.html
https://cwe.mitre.org/data/definitions/822.html
https://cwe.mitre.org/data/definitions/822.html
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windows_11_version_22h3

windows_11_version_23h2
windows_server_2008__service_pack_2
windows_server_2008_r2_service_pack_1__server_core_installation_
windows_server_2008_r2_service_pack_1
windows_server_2008_service_pack_2__server_core_installation_
windows_server_2008_service_pack_2
windows_server_2012__server_core_installation_
windows_server_2012_r2__server_core_installation_
windows_server_2012_r2

windows_server_2012
windows_server_2016__server_core_installation_
windows_server_2016
windows_server_2019__server_core_installation_
windows_server_2019

windows_server_2022__23h2_edition__server_core_installation_

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.
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