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Feiten

Adobe heeft een groot aantal kwetsbaarheden verholpen in Experience Manager.

Duiding

Een kwaadwillende kan de kwetsbaarheden misbruiken om beveiligingsmaatregelen te omzeilen en op diverse
manieren een Cross-Site-Scripting-aanval uit te voeren. Een dergelijke aanval leidt vaak tot uitvoer van

willekeurige code in de browser van het slachtoffer, of toegang tot gevoelige gegevens in de context van de
browser van het slachtoffer.

Oplossingen

Adobe heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://helpx.adobe.com/security/products/experience-manager/apsb24-28.html

Kwetsbaarheden

CVE CVSS Score

> CVE-2024-26029

> CVE-2024-26036 5.4 MEDIUM
> CVE-2024-26037 5.4 MEDIUM
> CVE-2024-26039 5.4 MEDIUM
> CVE-2024-26049 4.5 MEDIUM
> CVE-2024-26053 5.4 MEDIUM
> CVE-2024-26057 5.4 MEDIUM
> CVE-2024-26058 5.4 MEDIUM

> CVE-2024-26066 5.4 MEDIUM


https://helpx.adobe.com/security/products/experience-manager/apsb24-28.html
https://helpx.adobe.com/security/products/experience-manager/apsb24-28.html
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26029
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26029
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26036
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26036
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26037
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26037
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26039
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26039
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26049
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26049
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26053
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26053
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26057
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26057
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26058
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26058
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26066
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26066

TLP:WHITE

> CVE-2024-26068

9 CVE-2024-26070

9 CVE-2024-26071

> CVE-2024-26072

> CVE-2024-26074

Y CVE-2024-26075

> CVE-2024-26077

Y CVE-2024-26078

> CVE-2024-26081

> CVE-2024-26082

Y CVE-2024-26083

> CVE-2024-26085

9 CVE-2024-26088

> CVE-2024-26089

> CVE-2024-26090

> CVE-2024-26091

> CVE-2024-26092

Y CVE-2024-26093

9 CVE-2024-26095

> CVE-2024-26110

> CVE-2024-26111

> CVE-2024-26113

> CVE-2024-26114
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26068
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26068
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26070
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26070
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26071
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26071
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26072
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26072
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26074
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26074
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26075
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26075
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26077
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26077
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26078
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26078
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26081
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26081
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26082
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26082
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26083
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26083
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26085
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26085
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26088
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26088
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26089
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26089
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26090
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26090
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26091
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26091
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26092
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26092
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26093
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26093
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26095
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26095
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26110
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26110
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26111
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26111
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26113
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26113
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26114
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26114

TLP:WHITE

> CVE-2024-26115

> CVE-2024-26116

Y CVE-2024-26117

> CVE-2024-26121

> CVE-2024-26123

> CVE-2024-20769

> CVE-2024-20784

Y CVE-2024-26126

> CVE-2024-26127

Y CVE-2024-26054

> CVE-2024-26055

> CVE-2024-26060

Y CVE-2024-26086

> CVE-2024-34119

> CVE-2024-34120

> CVE-2024-36141

> CVE-2024-36142

> CVE-2024-36143

> CVE-2024-36144

> CVE-2024-36146

> CVE-2024-36147

> CVE-2024-36148

> CVE-2024-36149
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26115
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26115
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26116
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26116
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26117
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26117
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26121
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26121
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26123
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26123
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-20769
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-20769
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-20784
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-20784
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26126
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26126
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26127
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26127
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26054
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26054
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26055
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26055
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26060
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26060
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26086
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-26086
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-34119
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-34119
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-34120
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-34120
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36141
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36141
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36142
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36142
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36143
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36143
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36144
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36144
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36146
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36146
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36147
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36147
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36148
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36148
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36149
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36149

TLP:WHITE

> CVE-2024-36150

9 CVE-2024-36151

9 CVE-2024-36152

> CVE-2024-36153

> CVE-2024-36154

> CVE-2024-36155

> CVE-2024-36156

Y CVE-2024-36157

> CVE-2024-36158

> CVE-2024-36159

Y CVE-2024-36160

> CVE-2024-36161

Y CVE-2024-36162

> CVE-2024-36163

> CVE-2024-36164

> CVE-2024-36165

> CVE-2024-36166

Y CVE-2024-36167

Y CVE-2024-36168

> CVE-2024-36169

> CVE-2024-36170

> CVE-2024-36171

> CVE-2024-36172
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36150
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36150
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36151
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36151
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36152
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36152
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36153
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36153
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36154
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36154
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36155
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36155
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36156
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36156
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36157
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36157
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36158
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36158
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36159
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36159
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36160
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36160
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36161
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36161
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36162
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36162
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36163
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36163
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36164
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36164
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36165
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36165
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36166
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36166
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36167
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36167
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36168
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36168
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36169
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36169
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36170
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36170
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36171
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36171
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36172
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36172
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> CVE-2024-36174

> CVE-2024-36175

> CVE-2024-36176

> CVE-2024-36177

> CVE-2024-36178

> CVE-2024-36179

9 CVE-2024-36180

> CVE-2024-36181

> CVE-2024-36182

> CVE-2024-36183

> CVE-2024-36184

> CVE-2024-36185

> CVE-2024-36186

> CVE-2024-36187

> CVE-2024-36188

> CVE-2024-36189

9 CVE-2024-36190

> CVE-2024-36191

> CVE-2024-36192

> CVE-2024-36193

Y CVE-2024-36194

> CVE-2024-36195
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36173
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36173
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36174
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36174
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36175
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36175
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36176
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36176
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36177
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36177
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36178
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36178
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36179
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36179
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36180
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36180
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36181
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36181
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36182
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36182
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36183
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36183
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36184
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36184
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36185
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36185
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36186
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36186
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36187
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36187
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36188
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36188
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36189
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36189
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36190
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36190
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36191
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36191
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36192
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36192
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36193
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36193
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36194
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36194
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36195
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36195
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> CVE-2024-36196

> CVE-2024-36197

Y CVE-2024-36198
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Y CVE-2024-36204

> CVE-2024-36205

Y CVE-2024-36206

> CVE-2024-36207

9 CVE-2024-36208

Y CVE-2024-36209

> CVE-2024-36210

> CVE-2024-36211

> CVE-2024-36212

Y CVE-2024-36213

Y CVE-2024-36214

> CVE-2024-36215

> CVE-2024-36216
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> CVE-2024-36218
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36196
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36196
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36197
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36197
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36198
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36198
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36199
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36199
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36200
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36200
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36201
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36201
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36202
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36202
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36203
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36203
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36204
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36204
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36205
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36205
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36206
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36206
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36207
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36207
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36208
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36208
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36209
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36209
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36210
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36210
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36211
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36211
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36212
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36212
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36213
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36213
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36214
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36214
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36215
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36215
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36216
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36216
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36217
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36217
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36218
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36218
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> CVE-2024-36219

> CVE-2024-36220

> CVE-2024-36221

> CVE-2024-36222
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Y CVE-2024-36233

> CVE-2024-36234

Y CVE-2024-36235

> CVE-2024-36236

> CVE-2024-36238

> CVE-2024-36239

Y CVE-2024-36226
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36219
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36219
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36220
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36220
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36221
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36221
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36222
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36222
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36223
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36223
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36224
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36224
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36225
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36225
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36227
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36227
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36228
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36228
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36229
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36229
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36230
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36230
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36231
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36231
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36232
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36232
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36233
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36233
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36234
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36234
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36235
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36235
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36236
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36236
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36238
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36238
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36239
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36239
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36226
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-36226

TLP:WHITE Advisory NCSC-2024-0259

CWE's
CWE Beschrijving
> CWE-20 Improper Input Validation
> CWE-284 Improper Access Control
> CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site

Scripting')

Getroffen producten

adobe

6.5.19.0_and_earlier_versions
6.5.20_and_earlier_versions
adobe_experience_manager__aem_
adobe_experience_manager

experience_manager

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.


https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
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