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Feiten

Er zijn kwetsbaarheden gevonden en verholpen in Juniper Junos OS en Junos OS Evolved.

Duiding

De kwetsbaarheden stellen een kwaadwillende in staat aanvallen uit te voeren die kunnen leiden tot Denial-of-

Service (DoS), toegang tot gevoelige informatie, uitvoeren van code met verhoogde gebruikersrechten en

omzeilen van een beveiligingsmaatregel.

Oplossingen

Juniper heeft updates uitgebracht om de kwetsbaarheden te verhelpen in JunOS en JunOS Evolved. Zie de

referenties voor meer informatie.

Referenties

https://api.first.org/data/v1/epss?cve=CVE-2024-39511 

https://api.first.org/data/v1/epss?cve=CVE-2024-39514 

https://api.first.org/data/v1/epss?cve=CVE-2024-39517 

https://api.first.org/data/v1/epss?cve=CVE-2024-39518 

https://api.first.org/data/v1/epss?cve=CVE-2024-39554 

https://api.first.org/data/v1/epss?cve=CVE-2024-39555 

https://api.first.org/data/v1/epss?cve=CVE-2024-39556 

https://api.first.org/data/v1/epss?cve=CVE-2024-39558 

https://api.first.org/data/v1/epss?cve=CVE-2024-39560 

https://api.first.org/data/v1/epss?cve=CVE-2024-39561 

https://nvd.nist.gov/vuln/detail/CVE-2024-39511 

https://nvd.nist.gov/vuln/detail/CVE-2024-39514 

https://nvd.nist.gov/vuln/detail/CVE-2024-39517 

https://nvd.nist.gov/vuln/detail/CVE-2024-39518 

https://nvd.nist.gov/vuln/detail/CVE-2024-39528 

https://nvd.nist.gov/vuln/detail/CVE-2024-39530 

https://nvd.nist.gov/vuln/detail/CVE-2024-39532 

https://nvd.nist.gov/vuln/detail/CVE-2024-39533 

https://nvd.nist.gov/vuln/detail/CVE-2024-39536 

https://nvd.nist.gov/vuln/detail/CVE-2024-39539 

https://nvd.nist.gov/vuln/detail/CVE-2024-39540 

https://nvd.nist.gov/vuln/detail/CVE-2024-39541 

https://nvd.nist.gov/vuln/detail/CVE-2024-39542 
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https://www.cve.org/CVERecord?id=CVE-2024-39540 

https://www.cve.org/CVERecord?id=CVE-2024-39541 

https://www.cve.org/CVERecord?id=CVE-2024-39542 
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https://supportportal.juniper.net/JSA75726 

https://supportportal.juniper.net/JSA79175 

https://supportportal.juniper.net/JSA82976 

https://supportportal.juniper.net/JSA82980 
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https://supportportal.juniper.net/JSA83015 

https://supportportal.juniper.net/JSA83016 

https://supportportal.juniper.net/JSA83018 

https://supportportal.juniper.net/JSA83020 
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https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/

SA:N 

Kwetsbaarheden

CVE CVSS Score

 CVE-2024-39560 6.5 MEDIUM

 CVE-2024-39561 5.8 MEDIUM

 CVE-2024-39511 5.5 MEDIUM

 CVE-2024-39514 6.5 MEDIUM

 CVE-2024-39517 6.5 MEDIUM

 CVE-2024-39518 7.5 HIGH

 CVE-2024-39528 5.7 MEDIUM
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CWE's

 CVE-2024-39530 7.5 HIGH

 CVE-2024-39532 6.3 MEDIUM

 CVE-2024-39533 5.8 MEDIUM

 CVE-2024-39536 5.3 MEDIUM

 CVE-2024-39539 5.3 MEDIUM

 CVE-2024-39540 7.5 HIGH

 CVE-2024-39541 6.5 MEDIUM

 CVE-2024-39542 7.5 HIGH

 CVE-2024-39543 6.5 MEDIUM

 CVE-2024-39545 7.5 HIGH

 CVE-2024-39549 7.5 HIGH

 CVE-2024-39550 6.5 MEDIUM

 CVE-2024-39551 7.5 HIGH

 CVE-2024-39552 7.5 HIGH

 CVE-2024-39554 5.9 MEDIUM

 CVE-2024-39555 7.5 HIGH

 CVE-2024-39556 

 CVE-2024-39558 6.5 MEDIUM

CWE Beschrijving

 CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

 CWE-121 Stack-based Buffer Overflow
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39541
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39541
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39542
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39542
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39543
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39543
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39545
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39545
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39549
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39549
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39550
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39550
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39551
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39551
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39552
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39552
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39554
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39554
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39555
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39555
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39556
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39556
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39558
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-39558
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/121.html


Getroffen producten

 CWE-122 Heap-based Buffer Overflow

 CWE-20 Improper Input Validation

 CWE-252 Unchecked Return Value

 CWE-362 Concurrent Execution using Shared Resource with Improper

Synchronization ('Race Condition')

 CWE-400 Uncontrolled Resource Consumption

 CWE-401 Missing Release of Memory after Effective Lifetime

 CWE-404 Improper Resource Shutdown or Release

 CWE-416 Use After Free

 CWE-447 Unimplemented or Unsupported Feature in UI

 CWE-532 Insertion of Sensitive Information into Log File

 CWE-703 Improper Check or Handling of Exceptional Conditions

 CWE-754 Improper Check for Unusual or Exceptional Conditions

 CWE-755 Improper Handling of Exceptional Conditions
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junos_os_evolved

junos_os

juniper

junos_os_evolved
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https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/252.html
https://cwe.mitre.org/data/definitions/252.html
https://cwe.mitre.org/data/definitions/362.html
https://cwe.mitre.org/data/definitions/362.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/401.html
https://cwe.mitre.org/data/definitions/401.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/447.html
https://cwe.mitre.org/data/definitions/447.html
https://cwe.mitre.org/data/definitions/532.html
https://cwe.mitre.org/data/definitions/532.html
https://cwe.mitre.org/data/definitions/703.html
https://cwe.mitre.org/data/definitions/703.html
https://cwe.mitre.org/data/definitions/754.html
https://cwe.mitre.org/data/definitions/754.html
https://cwe.mitre.org/data/definitions/755.html
https://cwe.mitre.org/data/definitions/755.html


Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its

information and security advisories. The use of this security advisory is subject to the following terms and

conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,

and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and

therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.

The information contained in this security advisory is intended solely for the purpose of providing general

information to professional users. No rights can be derived from the information provided therein. NCSC-NL and

the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either

the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of

incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All

disputes related to or arising from the use of this advisory will be submitted to the competent court in The

Hague. This choice of means also applies to the court in summary proceedings.
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