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Feiten

Er zijn kwetsbaarheden verholpen in Oracle Siebel CRM.

Duiding

Een kwaadwillende kan de kwetsbaarheden misbruiken om aanvallen uit te voeren die kunnen leiden tot de
volgende categorieén schade:

« Denial-of-Service (DoS)

- Toegang tot gevoelige gegevens

- Toegang tot systeemgegevens

» Manipulatie van gegevens

- (Remote) code execution (Gebruikersrechten)

Oplossingen

Oracle heeft updates beschikbaar gesteld om de kwetsbaarheden te verhelpen. Zie de referenties voor meer
informatie.

Referenties

> https://nvd.nist.gov/vuln/detail/CVE-2021-36090

> https://nvd.nist.gov/vuln/detail/CVE-2022-34169

> https://nvd.nist.gov/vuln/detail/CVE-2022-37434

> https://nvd.nist.gov/vuln/detail/CVE-2022-42003

> https://nvd.nist.gov/vuln/detail/CVE-2023-22081

> https://nvd.nist.gov/vuln/detail/CVE-2023-33201

> https://nvd.nist.gov/vuln/detail/CVE-2023-41105

> https://nvd.nist.gov/vuln/detail/CVE-2023-46589

> https://nvd.nist.gov/vuln/detail/CVE-2023-47627

> https://nvd.nist.gov/vuln/detail/CVE-2023-5072

> https://nvd.nist.gov/vuln/detail/CVE-2023-5678

> https://nvd.nist.gov/vuln/detail/CVE-2023-5764

> https://www.oracle.com/docs/tech/security-alerts/cpujul2024csaf.json
> https://www.oracle.com/security-alerts/cpujul2024.html

Kwetsbaarheden
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CVE

> CVE-2021-36090
> CVE-2022-34169
> CVE-2022-37434
> CVE-2022-42003
> CVE-2023-5072

> CVE-2023-5678

> CVE-2023-5764

> CVE-2023-22081
> CVE-2023-33201
> CVE-2023-41105
> CVE-2023-46589

> CVE-2023-47627

CWE's

CWE

> CWE-119
> CWE-1336
> CWE-158
> CWE-192
> CWE-20

> CWE-200
> CWE-295

> CWE-325

Advisory NCSC-2024-0305

CVSS Score

7.5 HIGH

7.5 HIGH

7.8 HIGH

5.3 MEDIUM

5.3 MEDIUM

7.5 HIGH

7.5 HIGH

7.5 HIGH

Beschrijving

Improper Restriction of Operations within the Bounds of a Memory Buffer
Improper Neutralization of Special Elements Used in a Template Engine
Improper Neutralization of Null Byte or NUL Character

Integer Coercion Error

Improper Input Validation

Exposure of Sensitive Information to an Unauthorized Actor

Improper Certificate Validation

Missing Cryptographic Step
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> CWE-404 Improper Resource Shutdown or Release

> CWE-444 Inconsistent Interpretation of HTTP Requests (‘HTTP Request/Response
Smuggling')

> CWE-502 Deserialization of Untrusted Data

> CWE-681 Incorrect Conversion between Numeric Types

> CWE-754 Improper Check for Unusual or Exceptional Conditions

> CWE-770 Allocation of Resources Without Limits or Throttling

> CWE-787 Out-of-bounds Write

Getroffen producten

oracle

siebel_crm_cloud_applications
siebel_crm_deployment
siebel_crm_end_user
siebel_crm_integration

siebel_crm

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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