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Feiten

Cisco heeft kwetsbaarheden verholpen in de firmware van Small Business IP Phone systemen.

Duiding

Een kwaadwillende kan de kwetsbaarheden misbruiken om zonder voorafgaande authenticatie willekeurige
code uit te voeren op het kwetsbare systeem.

Voor succesvol misbruik moet de kwaadwillende toegang hebben tot de web-management interface van de
kwetsbare systemen. Het is goed gebruik een dergelijke interface niet publiek toegankelijk te hebben, maar af te
steunen in een separate beheeromgeving.

Oplossingen

Cisco heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-http-vulns-
RJIZmX2Xz

Kwetsbaarheden

CVE CVSS Score
Y CVE-2024-20450
> CVE-2024-20451

9 CVE-2024-20454

CWE's

CWE Beschrijving

> CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')
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Getroffen producten

cisco

small_business_ip_phones
spa300

spa500

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.
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