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Feiten

Oracle heeft kwetsbaarheden verholpen in diverse Database producten en subsystemen, zoals de Core database,
Application Express, Autonomous Health Framework, Essbase, GoldenGate, SQL Developer en Secure Backup.

Duiding

Een kwaadwillende kan de kwetsbaarheden misbruiken om aanvallen uit te voeren die kunnen leiden tot de
volgende categorieén schade:

« Denial-of-Service (DoS)
» Manipuleren van data
» Toegang tot gevoelige gegevens

Oplossingen

Oracle heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://www.oracle.com/security-alerts/cpuoct2024.html

Kwetsbaarheden

CVE CVSS Score
> CVE-2022-1471

> CVE-2022-34169 7.5 HIGH
> CVE-2022-36033 8.8 HIGH

> CVE-2022-37454 9.8 CRITICAL

> CVE-2022-38136

> CVE-2022-40196

> CVE-2022-41342
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> CVE-2022-42919

> CVE-2022-45061

> CVE-2022-46337

> CVE-2023-2976

> CVE-2023-4043

> CVE-2023-4759

> CVE-2023-4863

> CVE-2023-5072

> CVE-2023-26031

> CVE-2023-26551

> CVE-2023-26552

> CVE-2023-26553

> CVE-2023-26554

Y CVE-2023-26555

> CVE-2023-28484

> CVE-2023-29469

> CVE-2023-33201

> CVE-2023-37920

> CVE-2023-39410

> CVE-2023-44487

> CVE-2023-44981

> CVE-2023-45288

> CVE-2023-48795
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> CVE-2023-49083

> CVE-2023-51384

Y CVE-2023-51385

> CVE-2023-52425

Y CVE-2023-52426

> CVE-2024-1874

> CVE-2024-2408
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> CVE-2024-40898
> CVE-2024-45490
> CVE-2024-45491
> CVE-2024-45492

> CVE-2024-45801

CWE's

CWE
> CWE-130
> CWE-208

> CWE-776

> CWE-88

> CWE-755
> CWE-834
> CWE-407
> CWE-178
> CWE-732
> CWE-415
> CWE-311
> CWE-427
> CWE-172
> CWE-680
> CWE-426

> CWE-843

7.5 HIGH

9.8 CRITICAL

9.8 CRITICAL

9.8 CRITICAL

7.3 HIGH

Beschrijving
Improper Handling of Length Parameter Inconsistency

Observable Timing Discrepancy

Advisory NCSC-2024-0411

Improper Restriction of Recursive Entity References in DTDs (‘XML Entity

Expansion’)

Improper Neutralization of Argument Delimiters in a Command (‘Argument

Injection’)

Improper Handling of Exceptional Conditions
Excessive Iteration

Inefficient Algorithmic Complexity

Improper Handling of Case Sensitivity
Incorrect Permission Assignment for Critical Resource
Double Free

Missing Encryption of Sensitive Data
Uncontrolled Search Path Element

Encoding Error

Integer Overflow to Buffer Overflow

Untrusted Search Path

Access of Resource Using Incompatible Type ('Type Confusion’)
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> CWE-116
> CWE-345

> CWE-77

> CWE-203
> CWE-190
> CWE-552
> CWE-639
> CWE-125
> CWE-404
> CWE-275
> CWE-284
> CWE-119
> CWE-1333

> CWE-1321

> CWE-416
> CWE-401
> CWE-476
> CWE-295
> CWE-668
> CWE-829
> CWE-327
> CWE-400
> CWE-770
> CWE-502

> CWE-918
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Improper Encoding or Escaping of Output
Insufficient Verification of Data Authenticity

Improper Neutralization of Special Elements used in a Command
(‘Command Injection’)

Observable Discrepancy

Integer Overflow or Wraparound

Files or Directories Accessible to External Parties

Authorization Bypass Through User-Controlled Key

Out-of-bounds Read

Improper Resource Shutdown or Release

CWE-275

Improper Access Control

Improper Restriction of Operations within the Bounds of a Memory Buffer
Inefficient Regular Expression Complexity

Improperly Controlled Modification of Object Prototype Attributes
('Prototype Pollution")

Use After Free

Missing Release of Memory after Effective Lifetime

NULL Pointer Dereference

Improper Certificate Validation

Exposure of Resource to Wrong Sphere

Inclusion of Functionality from Untrusted Control Sphere
Use of a Broken or Risky Cryptographic Algorithm
Uncontrolled Resource Consumption

Allocation of Resources Without Limits or Throttling
Deserialization of Untrusted Data

Server-Side Request Forgery (SSRF)
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https://cwe.mitre.org/data/definitions/295.html
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https://cwe.mitre.org/data/definitions/668.html
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https://cwe.mitre.org/data/definitions/918.html
https://cwe.mitre.org/data/definitions/918.html
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> CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS
Command Injection’)

> CWE-787 Out-of-bounds Write

> CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

> CWE-122 Heap-based Buffer Overflow

> CWE-121 Stack-based Buffer Overflow

> CWE-681 Incorrect Conversion between Numeric Types

> CWE-835 Loop with Unreachable Exit Condition (‘'Infinite Loop")

> CWE-269 Improper Privilege Management

> CWE-20 Improper Input Validation

> CWE-87 Improper Neutralization of Alternate XSS Syntax

> CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting')

> CWE-18 CWE-18

> CWE-385 Covert Timing Channel

> CWE-606 Unchecked Input for Loop Condition

> CWE-192 Integer Coercion Error

> CWE-390 Detection of Error Condition Without Action

> CWE-1325 Improperly Controlled Sequential Memory Allocation

> CWE-222 Truncation of Security-relevant Information

> CWE-131 Incorrect Calculation of Buffer Size

> CWE-59 Improper Link Resolution Before File Access (‘'Link Following')

> CWE-304 Missing Critical Step in Authentication
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Getroffen producten

oracle

database_-
_grid

database_-
_core

database_-
_security

spatial_and_graph_mapviewer
spatial_and_graph

fleet_patching_and_provisioning_-
_micronaut

fleet_patching_and_provisioning

database_-
_xml_database

database_-
_java_vm

autonomous_health_framework
graalvm_for_jdk

sqlcl

application_express_administration
application_express_customers_plugin
application_express_team_calendar_plugin
application_express

blockchain_platform

essbase

oracle_essbase
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goldengate_big_data_and_application_adapters
goldengate_big_data
goldengate_stream_analytics
goldengate_studio
goldengate_veridata

goldengate
oracle_goldengate_stream_analytics
management_pack_for__goldengate
oracle_goldengate_studio
oracle_goldengate

nosql_database
oracle_nosql_database
oracle_secure_backup
secure_backup

oracle_sql_developer

sql_developer

oracle_corporation

oracle_application_express
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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