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Feiten

IBM heeft kwetsbaarheden verholpen in IBM Security Verify Access Appliance (Versies 10.0.0 tot 10.0.8).

Duiding

De kwetsbaarheden omvatten een mogelijkheid voor remote geauthenticeerde aanvallers om willekeurige
commando's op het systeem uit te voeren, privilege-escalatie voor lokaal geauthenticeerde niet-administratieve
gebruikers door overmatige machtigingen, en het gebruik van hard-coded inloggegevens die de beveiliging van
gevoelige informatie in gevaar kunnen brengen. Deze kwetsbaarheden kunnen leiden tot ongeautoriseerde
toegang en manipulatie van gevoelige configuraties, wat de integriteit van het toegangbeheer kan
compromitteren.

Oplossingen

IBM heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://www.ibm.com/support/pages/node/7177447

Kwetsbaarheden
CVE CVSS Score
Y CVE-2024-49803 9.8 CRITICAL
Y CVE-2024-49804 7.8 HIGH
> CVE-2024-49805 9.4 CRITICAL
> CVE-2024-49806 9.4 CRITICAL
CWE's
CWE Beschrijving

> CWE-798 Use of Hard-coded Credentials


https://www.ibm.com/support/pages/node/7177447
https://www.ibm.com/support/pages/node/7177447
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-49803
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-49803
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-49804
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-49804
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-49805
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-49805
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-49806
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-49806
https://cwe.mitre.org/data/definitions/798.html
https://cwe.mitre.org/data/definitions/798.html
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> CWE-250 Execution with Unnecessary Privileges

> CWE-78 Improper Neutralization of Special Elements used in an OS Command ('0OS
Command Injection’)

Getroffen producten

ibm

security_verify_access

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.


https://cwe.mitre.org/data/definitions/250.html
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