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Feiten

Siemens heeft kwetsbaarheden verholpen in diverse producten als COMOS, RUGGEDCOM, SENTRON, SICAM,

SIMATIC en TeamCenter.

Duiding

De kwetsbaarheden stellen een kwaadwillende mogelijk in staat aanvallen uit te voeren die kunnen leiden tot de

volgende categorieën schade:

Denial-of-Service (DoS)

Cross-Site-Scripting (XSS)

Manipulatie van gegevens

Omzeilen van een beveiligingsmaatregel

Omzeilen van authenticatie

(Remote) code execution (Administrator/Root rechten)

(Remote) code execution (Gebruikersrechten)

Toegang tot systeemgegevens

Verhoogde gebruikersrechten

De kwaadwillende heeft hiervoor toegang nodig tot de productieomgeving. Het is goed gebruik een dergelijke

omgeving niet publiek toegankelijk te hebben.

Oplossingen

Siemens heeft beveiligingsupdates uitgebracht om de kwetsbaarheden te verhelpen. Voor de kwetsbaarheden

waar nog geen updates voor zijn, heeft Siemens mitigerende maatregelen gepubliceerd om de risico's zoveel als

mogelijk te beperken. Zie de bijgevoegde referenties voor meer informatie.

Referenties

https://cert-portal.siemens.com/productcert/pdf/ssa-128393.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-384652.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-392859.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-620799.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-645131.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-701627.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-730188.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-800126.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-881356.pdf 

https://cert-portal.siemens.com/productcert/pdf/ssa-979056.pdf 
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Kwetsbaarheden

CVE CVSS Score

 CVE-2020-28398 8.8 HIGH

 CVE-2024-6657 6.5 MEDIUM

 CVE-2024-41981 

 CVE-2024-45463 

 CVE-2024-45464 7.8 HIGH

 CVE-2024-45465 7.8 HIGH

 CVE-2024-45466 7.8 HIGH

 CVE-2024-45467 

 CVE-2024-45468 

 CVE-2024-45469 

 CVE-2024-45470 7.8 HIGH

 CVE-2024-45471 

 CVE-2024-45472 

 CVE-2024-45473 7.8 HIGH

 CVE-2024-45474 

 CVE-2024-45475 

 CVE-2024-45476 3.3 LOW

 CVE-2024-47046 7.8 HIGH

 CVE-2024-49704 

 CVE-2024-49849 

 CVE-2024-52051 
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45464
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45464
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45465
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45465
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45466
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45466
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45467
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45467
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45468
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45469
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45470
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45470
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45471
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45471
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45472
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45472
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45473
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45473
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45474
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45474
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45475
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45475
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-45476
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-52051
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-52051


CWE's

 CVE-2024-52565 7.8 HIGH

 CVE-2024-52566 7.8 HIGH

 CVE-2024-52567 7.8 HIGH

 CVE-2024-52568 7.8 HIGH

 CVE-2024-52569 7.8 HIGH

 CVE-2024-52570 7.8 HIGH

 CVE-2024-52571 7.8 HIGH

 CVE-2024-52572 7.8 HIGH

 CVE-2024-52573 7.8 HIGH

 CVE-2024-52574 7.8 HIGH

 CVE-2024-53041 

 CVE-2024-53242 

 CVE-2024-53832 4.6 MEDIUM

 CVE-2024-54005 

 CVE-2024-54093 

 CVE-2024-54094 

 CVE-2024-54095 7.8 HIGH

CWE Beschrijving

 CWE-191 Integer Underflow (Wrap or Wraparound)

 CWE-522 Insufficiently Protected Credentials

 CWE-125 Out-of-bounds Read

 CWE-352 Cross-Site Request Forgery (CSRF)
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Getroffen producten

 CWE-502 Deserialization of Untrusted Data

 CWE-611 Improper Restriction of XML External Entity Reference

 CWE-122 Heap-based Buffer Overflow

 CWE-121 Stack-based Buffer Overflow

 CWE-20 Improper Input Validation

siemens

comos

comos_v10.3

comos_v10.4.0

comos_v10.4.1

comos_v10.4.2

comos_v10.4.3

comos_v10.4.4.1

comos_v10.4.4

cpci85_central_processing_communication

ruggedcom_rox_mx5000

ruggedcom_rox_mx5000re

ruggedcom_rox_rx1400

ruggedcom_rox_rx1500

ruggedcom_rox_rx1501

ruggedcom_rox_rx1510

ruggedcom_rox_rx1511

ruggedcom_rox_rx1512
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ruggedcom_rox_rx1524

ruggedcom_rox_rx1536

ruggedcom_rox_rx5000

sentron_powercenter_1000__7kn1110-0mc00_

sentron_powercenter_1100__7kn1111-0mc00_

simatic_s7-

plcsim 

simatic_s7-

plcsim_v16 

simatic_s7-

plcsim_v17 

simatic_s7-

plcsim_v18 

simatic_step_7

simatic_step_7_safety

simatic_step_7_safety_v16

simatic_step_7_safety_v17

simatic_step_7_safety_v18

simatic_step_7_safety_v19

simatic_step_7_v16

simatic_step_7_v17

simatic_step_7_v18

simatic_step_7_v19

simatic_wincc

simatic_wincc_unified

simatic_wincc_unified_pc_runtime_v18

simatic_wincc_unified_pc_runtime_v19
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simatic_wincc_unified_v16

simatic_wincc_unified_v17

simatic_wincc_unified_v18

simatic_wincc_unified_v19

simatic_wincc_v16

simatic_wincc_v17

simatic_wincc_v18

simatic_wincc_v19

simcenter_femap_v2306

simcenter_femap_v2401

simcenter_femap_v2406

simcenter_nastran

simcenter_nastran_2306

simcenter_nastran_2312

simcenter_nastran_2406

simocode_es

simocode_es_v16

simocode_es_v17

simocode_es_v18

simocode_es_v19

simotion_scout_tia

simotion_scout_tia_v5.4_sp1

simotion_scout_tia_v5.4_sp3

simotion_scout_tia_v5.5_sp1

simotion_scout_tia_v5.6_sp1

sinamics_startdrive
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sinamics_startdrive_v16

sinamics_startdrive_v17

sinamics_startdrive_v18

sinamics_startdrive_v19

sirius_safety_es

sirius_safety_es_v17__tia_portal_

sirius_safety_es_v18__tia_portal_

sirius_safety_es_v19__tia_portal_

sirius_soft_starter_es_v17__tia_portal_

sirius_soft_starter_es_v18__tia_portal_

sirius_soft_starter_es_v19__tia_portal_

solid_edge_se2024

teamcenter_visualization

teamcenter_visualization_v14.2

teamcenter_visualization_v14.3

teamcenter_visualization_v2312

teamcenter_visualization_v2406

tecnomatix_plant_simulation

tecnomatix_plant_simulation_v2302

tecnomatix_plant_simulation_v2404

tia_portal_cloud

tia_portal_cloud_v16

tia_portal_cloud_v17

tia_portal_cloud_v18

tia_portal_cloud_v19
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its

information and security advisories. The use of this security advisory is subject to the following terms and

conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,

and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and

therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.

The information contained in this security advisory is intended solely for the purpose of providing general

information to professional users. No rights can be derived from the information provided therein. NCSC-NL and

the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either

the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of

incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All

disputes related to or arising from the use of this advisory will be submitted to the competent court in The

Hague. This choice of means also applies to the court in summary proceedings.
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