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Feiten

Oracle heeft kwetsbaarheden verholpen in JD Edwards EnterpriseOne Tools (specifiek voor versies prior tot
9.2.9.2).

Duiding
De kwetsbaarheden in Oracle JD Edwards EnterpriseOne Tools stellen ongeauthenticeerde kwaadwillenden in

staat om het systeem te compromitteren via HTTP-verzoeken. Dit kan leiden tot ongeautoriseerde toegang tot
kritieke gegevens en gegevenswijzigingen.

Oplossingen

Oracle heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://www.oracle.com/security-alerts/cpujan2025.html

Kwetsbaarheden
CVE CVSS Score
> CVE-2023-2976
> CVE-2023-3961
> CVE-2023-4091
> CVE-2023-4782

> CVE-2023-5678

> CVE-2023-6129 6.5 MEDIUM

> CVE-2023-38552

> CVE-2023-39017 9.8 CRITICAL

> CVE-2023-42669 9.8 CRITICAL


https://www.oracle.com/security-alerts/cpujan2025.html
https://www.oracle.com/security-alerts/cpujan2025.html
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-2976
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-2976
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-3961
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-3961
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-4091
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-4091
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-4782
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-4782
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-5678
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-5678
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-6129
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-6129
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-38552
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-38552
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-39017
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-39017
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-42669
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-42669
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> CVE-2023-48795

> CVE-2024-0727

Y CVE-2024-21245

> CVE-2024-22019

> CVE-2024-22020

> CVE-2024-27280

> CVE-2024-27281

> CVE-2024-27282

> CVE-2024-27983

> CVE-2024-29041

> CVE-2025-21507

> CVE-2025-21508

> CVE-2025-21509

> CVE-2025-21510

Y CVE-2025-21511

> CVE-2025-21512

> CVE-2025-21513

> CVE-2025-21514

9 CVE-2025-21515

> CVE-2025-21517

> CVE-2025-21524

> CVE-2025-21527

> CVE-2025-21538
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7.5 HIGH

5.4 MEDIUM

9.8 CRITICAL

6.5 MEDIUM

5.4 MEDIUM

6.5 MEDIUM

6.5 MEDIUM
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7.5 HIGH

6.1 MEDIUM

6.1 MEDIUM

5.3 MEDIUM
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-48795
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2023/cve-2023-48795
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-0727
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-0727
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-21245
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-21245
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-22019
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-22019
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-22020
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-22020
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-27280
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-27280
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-27281
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-27281
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-27282
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-27282
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-27983
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-27983
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-29041
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-29041
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21507
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21507
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21508
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21508
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21509
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21509
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21510
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21510
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21511
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21511
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21512
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21512
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21513
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21513
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21514
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21514
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21515
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21515
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21517
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21517
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21524
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21524
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21527
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21527
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21538
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21538
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> CVE-2025-21552 6.5 MEDIUM
CWE's

CWE Beschrijving

> CWE-222 Truncation of Security-relevant Information

> CWE-328 Use of Weak Hash

> CWE-126 Buffer Over-read

> CWE-379 Creation of Temporary File in Directory with Insecure Permissions

> CWE-440 Expected Behavior Violation

> CWE-1286 Improper Validation of Syntactic Correctness of Input

> CWE-601 URL Redirection to Untrusted Site ('Open Redirect')

> CWE-354 Improper Validation of Integrity Check Value

> CWE-552 Files or Directories Accessible to External Parties

> CWE-757 Selection of Less-Secure Algorithm During Negotiation (‘Algorithm
Downgrade")

> CWE-327 Use of a Broken or Risky Cryptographic Algorithm

> CWE-400 Uncontrolled Resource Consumption

> CWE-22 Improper Limitation of a Pathname to a Restricted Directory (‘Path
Traversal')

> CWE-787 Out-of-bounds Write

> CWE-120 Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow')

> CWE-606 Unchecked Input for Loop Condition

> CWE-1322 Use of Blocking Code in Single-threaded, Non-blocking Context

> CWE-280 Improper Handling of Insufficient Permissions or Privileges

> CWE-754 Improper Check for Unusual or Exceptional Conditions

> CWE-325 Missing Cryptographic Step


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21552
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-21552
https://cwe.mitre.org/data/definitions/222.html
https://cwe.mitre.org/data/definitions/222.html
https://cwe.mitre.org/data/definitions/328.html
https://cwe.mitre.org/data/definitions/328.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/379.html
https://cwe.mitre.org/data/definitions/379.html
https://cwe.mitre.org/data/definitions/440.html
https://cwe.mitre.org/data/definitions/440.html
https://cwe.mitre.org/data/definitions/1286.html
https://cwe.mitre.org/data/definitions/1286.html
https://cwe.mitre.org/data/definitions/601.html
https://cwe.mitre.org/data/definitions/601.html
https://cwe.mitre.org/data/definitions/354.html
https://cwe.mitre.org/data/definitions/354.html
https://cwe.mitre.org/data/definitions/552.html
https://cwe.mitre.org/data/definitions/552.html
https://cwe.mitre.org/data/definitions/757.html
https://cwe.mitre.org/data/definitions/757.html
https://cwe.mitre.org/data/definitions/327.html
https://cwe.mitre.org/data/definitions/327.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/606.html
https://cwe.mitre.org/data/definitions/606.html
https://cwe.mitre.org/data/definitions/1322.html
https://cwe.mitre.org/data/definitions/1322.html
https://cwe.mitre.org/data/definitions/280.html
https://cwe.mitre.org/data/definitions/280.html
https://cwe.mitre.org/data/definitions/754.html
https://cwe.mitre.org/data/definitions/754.html
https://cwe.mitre.org/data/definitions/325.html
https://cwe.mitre.org/data/definitions/325.html
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> CWE-125 Out-of-bounds Read

> CWE-404 Improper Resource Shutdown or Release

> CWE-476 NULL Pointer Dereference

> CWE-94 Improper Control of Generation of Code (‘Code Injection’)

> CWE-74 Improper Neutralization of Special Elements in Output Used by a

Downstream Component (‘'Injection’)

> CWE-502 Deserialization of Untrusted Data
> CWE-122 Heap-based Buffer Overflow

> CWE-20 Improper Input Validation

> CWE-276 Incorrect Default Permissions

Getroffen producten

oracle

jd_edwards_enterpriseone_orchestrator
jd_edwards_enterpriseone_tools

jd_edwards_world_security

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.


https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/74.html
https://cwe.mitre.org/data/definitions/74.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/276.html
https://cwe.mitre.org/data/definitions/276.html
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