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Deze handreiking bevat het label TLP:WHITE en wordt

door het NCSC verspreid. Het NCSC gebruikt het Traffic

Light Protocol (TLP) om eenduidig te definiëren wat er

met de informatie mag gebeuren. Wanneer informatie

is voorzien van een TLP-aanduiding weet u met wie u
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standaard First (www.first.org/tlp). 

Ontvangers van TLP:WHITE mogen de informatie

publiek verspreiden. 
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Feiten

Siemens heeft kwetsbaarheden verholpen in TeleControl Server Basic.

Duiding

De kwetsbaarheden bevinden zich in de wijze waarop de TeleControl Server Basic SQL-injectie toestaat via

verschillende methoden, zoals 'CreateTrace', 'VerifyUser', 'Authenticate', en vele anderen. Deze kwetsbaarheden

stellen ongeauthenticeerde en geauthenticeerde kwaadwillenden in staat om toegang te krijgen tot de database

en code uit te voeren met 'NT AUTHORITY\NetworkService' rechten, mits zij toegang hebben tot poort 8000. Dit

kan leiden tot ongeautoriseerde toegang en manipulatie van gegevens.

Voor succesvol misbruik moet de kwaadwillende toegang hebben tot de productieomgeving. Het is goed gebruik

een dergelijke omgeving niet publiek toegankelijk te hebben.

Oplossingen

Siemens heeft beveiligingsupdates uitgebracht om de kwetsbaarheden te verhelpen. Voor de kwetsbaarheden

waar nog geen updates voor zijn, heeft Siemens mitigerende maatregelen gepubliceerd om de risico's zoveel als

mogelijk te beperken. Zie de bijgevoegde referenties voor meer informatie.

Referenties

https://cert-portal.siemens.com/productcert/pdf/ssa-443402.pdf 

Kwetsbaarheden

CVE CVSS Score

 CVE-2025-27495 9.3 CRITICAL

 CVE-2025-27539 9.3 CRITICAL

 CVE-2025-27540 9.3 CRITICAL

 CVE-2025-29905 8.7 HIGH

 CVE-2025-30002 8.7 HIGH

 CVE-2025-30003 8.7 HIGH
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-27495
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-27495
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-27539
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-27539
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-27540
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-27540
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-29905
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-29905
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-30002
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-30002
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-30003
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-30003


 CVE-2025-30030 8.7 HIGH

 CVE-2025-30031 8.7 HIGH

 CVE-2025-30032 8.7 HIGH

 CVE-2025-31343 8.7 HIGH

 CVE-2025-31349 8.7 HIGH

 CVE-2025-31350 8.7 HIGH

 CVE-2025-31351 8.7 HIGH

 CVE-2025-31352 8.7 HIGH

 CVE-2025-31353 8.7 HIGH

 CVE-2025-32475 8.7 HIGH

 CVE-2025-32822 8.7 HIGH

 CVE-2025-32823 8.7 HIGH

 CVE-2025-32824 8.7 HIGH

 CVE-2025-32825 8.7 HIGH

 CVE-2025-32826 8.7 HIGH

 CVE-2025-32827 8.7 HIGH

 CVE-2025-32828 8.7 HIGH

 CVE-2025-32829 8.7 HIGH

 CVE-2025-32830 8.7 HIGH

 CVE-2025-32831 8.7 HIGH

 CVE-2025-32832 8.7 HIGH

 CVE-2025-32833 8.7 HIGH

 CVE-2025-32834 8.7 HIGH
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31349
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31349
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31350
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31352
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31352
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31353
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31353
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32833
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32834
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32834


 CVE-2025-32835 8.7 HIGH

 CVE-2025-32836 8.7 HIGH

 CVE-2025-32837 8.7 HIGH

 CVE-2025-32838 8.7 HIGH

 CVE-2025-32839 8.7 HIGH

 CVE-2025-32840 8.7 HIGH

 CVE-2025-32841 8.7 HIGH

 CVE-2025-32842 8.7 HIGH

 CVE-2025-32843 8.7 HIGH

 CVE-2025-32844 8.7 HIGH

 CVE-2025-32845 8.7 HIGH

 CVE-2025-32846 8.7 HIGH

 CVE-2025-32847 8.7 HIGH

 CVE-2025-32848 8.7 HIGH

 CVE-2025-32849 8.7 HIGH

 CVE-2025-32850 8.7 HIGH

 CVE-2025-32851 8.7 HIGH

 CVE-2025-32852 8.7 HIGH

 CVE-2025-32853 8.7 HIGH

 CVE-2025-32854 8.7 HIGH

 CVE-2025-32855 8.7 HIGH

 CVE-2025-32856 8.7 HIGH

 CVE-2025-32857 8.7 HIGH
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CWE's

 CVE-2025-32858 8.7 HIGH

 CVE-2025-32859 8.7 HIGH

 CVE-2025-32860 8.7 HIGH

 CVE-2025-32861 8.7 HIGH

 CVE-2025-32862 8.7 HIGH

 CVE-2025-32863 8.7 HIGH

 CVE-2025-32864 8.7 HIGH

 CVE-2025-32865 8.7 HIGH

 CVE-2025-32866 8.7 HIGH

 CVE-2025-32867 8.7 HIGH

 CVE-2025-32868 8.7 HIGH

 CVE-2025-32869 8.7 HIGH

 CVE-2025-32870 8.7 HIGH

 CVE-2025-32871 8.7 HIGH

 CVE-2025-32872 8.7 HIGH

CWE Beschrijving

 CWE-89 Improper Neutralization of Special Elements used in an SQL Command

('SQL Injection')

TLP:WHITE Advisory NCSC-2025-0135

https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32858
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32858
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32859
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32859
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32860
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32860
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32861
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32861
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32862
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32862
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32863
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32863
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32864
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32864
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32865
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32865
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32866
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32866
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32867
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32867
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32868
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32868
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32869
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32869
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32870
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32870
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32871
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32871
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32872
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32872
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/89.html


Getroffen producten

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its

information and security advisories. The use of this security advisory is subject to the following terms and

conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,

and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and

therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.

The information contained in this security advisory is intended solely for the purpose of providing general

information to professional users. No rights can be derived from the information provided therein. NCSC-NL and

the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either

the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of

incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All

disputes related to or arising from the use of this advisory will be submitted to the competent court in The

Hague. This choice of means also applies to the court in summary proceedings.
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