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Feiten

Google heeft kwetsbaarheden verholpen in Android.

Duiding

De kwetsbaarheden bevinden zich onderandere in de Keymaster trustlet, SmartManagerCN en FreeType. De
kwetsbaarheden stellen een lokale aanvaller in staat om code uit te voeren op het apparaat en code uit te voeren
met de rechten van SmartManagerCN. Google meldt informatie te hebben ontvangen dat de kwetsbaarheid met
kenmerk CVE-2025-27363 beperkt en gericht als zeroday is misbruikt. Deze kwetsbaarheid bevindt zich in
FreeType en stelt een kwaadwillende in staat code uit te voeren middels een heap buffer overflow.

Oplossingen

Google heeft updates uitgebracht om de kwetsbaarheden te verhelpen in Android 12,13, 14 en 15. Samsung
heeft updates uitgebracht om de voor Samsung relevante kwetsbaarheden te verhelpen in Samsung Mobile
devices. Zie bijgevoegde referenties voor meer informatie.

Referenties

> https://source.android.com/docs/security/bulletin/2025-05-01
> https://source.android.com/docs/security/bulletin/2025-05-01
> https://security.samsungmobile.com/securityUpdate.smsb?year=2025&month=03

Kwetsbaarheden

CVE CVSS Score
> CVE-2025-26430
> CVE-2025-26435
> CVE-2025-26436
> CVE-2025-26438
> CVE-2025-26440

Y CVE-2025-26442
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> CVE-2025-26444

> CVE-2025-27363

> CVE-2025-0072

> CVE-2025-0077

> CVE-2025-0087

> CVE-2025-0427

> CVE-2023-21342

> CVE-2023-35657

> CVE-2024-12577

> CVE-2024-34739

> CVE-2024-45580

> CVE-2024-46974

> CVE-2024-46975

> CVE-2024-47891

> CVE-2024-47896

> CVE-2024-47900

> CVE-2024-49739

> CVE-2024-49835

> CVE-2024-49841

> CVE-2024-49842

> CVE-2024-49845

> CVE-2024-49846

> CVE-2024-49847

6.3 MEDIUM

7.8 HIGH

4.8 MEDIUM

8.7 HIGH
5.1 MEDIUM

5.1 MEDIUM

6.9 MEDIUM

8.7 HIGH
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> CVE-2024-52939
> CVE-2025-20666
> CVE-2025-21453
> CVE-2025-21459
> CVE-2025-21467
> CVE-2025-21468
> CVE-2025-22425
> CVE-2025-26420
> CVE-2025-26421
> CVE-2025-26422
> CVE-2025-26423
> CVE-2025-26424
> CVE-2025-26425
> CVE-2025-26426
> CVE-2025-26427
> CVE-2025-26428

> CVE-2025-26429

CWE's

CWE
> CWE-390
> CWE-274
> CWE-126

> CWE-823

8.7 HIGH
8.7 HIGH

Beschrijving

Detection of Error Condition Without Action
Improper Handling of Insufficient Privileges
Buffer Over-read

Use of Out-of-range Pointer Offset
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> CWE-270 Privilege Context Switching Error

> CWE-266 Incorrect Privilege Assighment

> CWE-617 Reachable Assertion

> CWE-116 Improper Encoding or Escaping of Output

> CWE-284 Improper Access Control

> CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

> CWE-416 Use After Free

> CWE-863 Incorrect Authorization

> CWE-787 Out-of-bounds Write

> CWE-120 Buffer Copy without Checking Size of Input (‘'Classic Buffer Overflow')

> CWE-269 Improper Privilege Management

> CWE-20 Improper Input Validation

> CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’)

Getroffen producten

Android

System
Framework
Samsung

Samsung
Mobile
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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