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Feiten

Apple heeft kwetsbaarheden verholpen in iOS en iPadOS.

Duiding

De kwetsbaarheden omvatten een scala aan problemen, zoals geheugenbeschadiging, ongeautoriseerde
toegang tot gevoelige gegevens, en denial-of-service aanvallen. Deze kwetsbaarheden kunnen worden
misbruikt door kwaadwillenden via verschillende vectoren, waaronder het verwerken van kwaadaardig
webinhoud en het misbruiken van onjuiste invoervalidatie. De impact varieert van systeeminstabiliteit tot het
risico op gegevenslekken.

Oplossingen

Apple heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://support.apple.com/en-us/122404
> https://support.apple.com/en-us/122405

Kwetsbaarheden
CVE CVSS Score
> CVE-2024-8176 5.1 MEDIUM
> CVE-2025-24097 5.0 MEDIUM

> CVE-2025-24111
> CVE-2025-24144
> CVE-2025-24213
> CVE-2025-24220
> CVE-2025-24223

Y CVE-2025-24225


https://support.apple.com/en-us/122404
https://support.apple.com/en-us/122404
https://support.apple.com/en-us/122405
https://support.apple.com/en-us/122405
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-8176
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2024/cve-2024-8176
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24097
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24097
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24111
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24111
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24144
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24144
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24213
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24213
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24220
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24220
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24223
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24223
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24225
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24225
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> CVE-2025-24259

> CVE-2025-30448

> CVE-2025-31196

> CVE-2025-31204

> CVE-2025-31205

> CVE-2025-31206

> CVE-2025-31207

9 CVE-2025-31208

> CVE-2025-31209

> CVE-2025-31210

> CVE-2025-31212

> CVE-2025-31213

> CVE-2025-31214

Y CVE-2025-31215

> CVE-2025-31217

Y CVE-2025-31219

> CVE-2025-31220

> CVE-2025-31221

> CVE-2025-31222

> CVE-2025-31223

> CVE-2025-31225

> CVE-2025-31226

> CVE-2025-31227

9.8 CRITICAL

4.8 MEDIUM

4.8 MEDIUM
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24259
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24259
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-30448
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-30448
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31196
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31196
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31204
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31204
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31205
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31205
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31206
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31206
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31207
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31207
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31208
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31208
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31209
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31209
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31210
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31210
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31212
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31212
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31213
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31213
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31214
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31214
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31215
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31215
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31217
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31217
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31219
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31219
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31220
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31220
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31221
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31221
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31222
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31222
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31223
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31223
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31225
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31225
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31226
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31226
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31227
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31227
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> CVE-2025-31228
> CVE-2025-31233
> CVE-2025-31234
> CVE-2025-31235
> CVE-2025-31238
> CVE-2025-31239
> CVE-2025-31241
> CVE-2025-31242
> CVE-2025-31245
> CVE-2025-31251
> CVE-2025-31253

> CVE-2025-31257

CWE's

CWE
> CWE-415
> CWE-843
> CWE-125
> CWE-404
> CWE-862
> CWE-119
> CWE-416
> CWE-674

> CWE-200

Beschrijving

Double Free

5.3 MEDIUM

6.8 MEDIUM

5.3 MEDIUM
5.3 MEDIUM
4.8 MEDIUM
6.8 MEDIUM

5.3 MEDIUM
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Access of Resource Using Incompatible Type (‘'Type Confusion’)

Out-of-bounds Read

Improper Resource Shutdown or Release

Missing Authorization

Improper Restriction of Operations within the Bounds of a Memory Buffer

Use After Free

Uncontrolled Recursion

Exposure of Sensitive Information to an Unauthorized Actor


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31228
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31228
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31233
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31233
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31234
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31234
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31235
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31235
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31238
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31238
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31239
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31239
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31241
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31241
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31242
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31242
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31245
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31245
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31251
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31251
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31253
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31253
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31257
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-31257
https://cwe.mitre.org/data/definitions/415.html
https://cwe.mitre.org/data/definitions/415.html
https://cwe.mitre.org/data/definitions/843.html
https://cwe.mitre.org/data/definitions/843.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/862.html
https://cwe.mitre.org/data/definitions/862.html
https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/674.html
https://cwe.mitre.org/data/definitions/674.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
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> CWE-121 Stack-based Buffer Overflow

> CWE-287 Improper Authentication

Getroffen producten

Apple

i0S and
iPadOS

iPadOS

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.


https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/287.html
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