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Feiten

Siemens heeft kwetsbaarheden verholpen in diverse producten als Apogee, BacNet ATEC, Desigo CC, Intralog,
OZW, Polarion, RUGGEDCOM, SICAM, SIMATIC, SIPROTEC, SIRIUS, Teamcenter en Versicharge

Duiding

De kwetsbaarheden stellen een kwaadwillende mogelijk in staat aanvallen uit te voeren die kunnen leiden tot de
volgende categorieén schade:

« Denial-of-Service (DoS)

» Manipulatie van gegevens

» Omzeilen van een beveiligingsmaatregel

- Omzeilen van authenticatie

« (Remote) code execution (root/admin rechten)
» (Remote) code execution (Gebruikersrechten)
- Toegang tot systeemgegevens

» Toegang tot gevoelige gegevens

- Spoofing

De kwaadwillende heeft hiervoor toegang nodig tot de productieomgeving. Het is goed gebruik een dergelijke
omgeving niet publiek toegankelijk te hebben.

Oplossingen

Siemens heeft beveiligingsupdates uitgebracht om de kwetsbaarheden te verhelpen. Voor de kwetsbaarheden
waar nog geen updates voor zijn, heeft Siemens mitigerende maatregelen gepubliceerd om de risico's zoveel als
mogelijk te beperken. Zie de bijgevoegde referenties voor meer informatie.

Referenties

> https://cert-portal.siemens.com/productcert/pdf/ssa-047424.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-162255.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-222768.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-339086.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-523418.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-542540.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-556937.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-614723.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-668154.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-718393.pdf
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> https://cert-portal.siemens.com/productcert/pdf/ssa-794185.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-828116.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-864900.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-901508.pdf

Kwetsbaarheden
CVE CVSS Score
> CVE-2025-31930
> CVE-2025-32454
> CVE-2025-40555 5.3 MEDIUM
> CVE-2025-40556
> CVE-2025-40566
> CVE-2024-0056
> CVE-2024-3596 5.3 MEDIUM
> CVE-2024-20672 7.5 HIGH
> CVE-2024-23815 8.7 HIGH
> CVE-2024-30105 7.5 HIGH

> CVE-2024-32122

Y CVE-2024-35264

> CVE-2024-38081 7.3 HIGH

> CVE-2024-38095 7.5 HIGH

> CVE-2024-43483 8.8 HIGH

> CVE-2024-43485 8.8 HIGH

> CVE-2024-51444 7.1 HIGH

> CVE-2024-51445 7.1 HIGH
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> CVE-2024-51446
> CVE-2024-51447
> CVE-2024-52963
> CVE-2025-24007
> CVE-2025-24008
> CVE-2025-24009
> CVE-2025-24510
> CVE-2025-26389
> CVE-2025-26390
> CVE-2025-30174
> CVE-2025-30175
> CVE-2025-30176

> CVE-2025-31929

CWE's

CWE

> CWE-1326
> CWE-420

> CWE-59

> CWE-328

> CWE-257

> CWE-1188
> CWE-407

> CWE-732
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5.1 MEDIUM

6.9 MEDIUM

8.7 HIGH

8.7 HIGH

7.1 HIGH

10.0 CRITICAL

9.3 CRITICAL

8.7 HIGH

8.7 HIGH

8.7 HIGH

5.4 MEDIUM

Beschrijving

Missing Immutable Root of Trust in Hardware

Unprotected Alternate Channel

Improper Link Resolution Before File Access ('Link Following")
Use of Weak Hash

Storing Passwords in a Recoverable Format

Initialization of a Resource with an Insecure Default
Inefficient Algorithmic Complexity

Incorrect Permission Assignment for Critical Resource
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> CWE-440 Expected Behavior Violation
> CWE-311 Missing Encryption of Sensitive Data
> CWE-924 Improper Enforcement of Message Integrity During Transmission in a

Communication Channel

> CWE-836 Use of Password Hash Instead of Password for Authentication
> CWE-319 Cleartext Transmission of Sensitive Information

> CWE-613 Insufficient Session Expiration

> CWE-354 Improper Validation of Integrity Check Value

> CWE-204 Observable Response Discrepancy

> CWE-451 User Interface (Ul) Misrepresentation of Critical Information
> CWE-290 Authentication Bypass by Spoofing

> CWE-125 Out-of-bounds Read

> CWE-306 Missing Authentication for Critical Function

> CWE-416 Use After Free

> CWE-327 Use of a Broken or Risky Cryptographic Algorithm

> CWE-400 Uncontrolled Resource Consumption

> CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS

Command Injection’)

> CWE-611 Improper Restriction of XML External Entity Reference

> CWE-787 Out-of-bounds Write

> CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

> CWE-89 Improper Neutralization of Special Elements used in an SQL Command

('SQL Injection’)

> CWE-20 Improper Input Validation
> CWE-294 Authentication Bypass by Capture-replay
> CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site

Scripting')
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Getroffen producten

Siemens

SCALANCE X307-3LD
(6GK5307-3BM10-2AA3)

SCALANCE X308-2
(6GK5308-2FL00-2AA3)

SCALANCE X308-2
(6GK5308-2FL10-2AA3)

SCALANCE X308-2LD
(6GK5308-2FM00-2AA3)

SCALANCE X308-2LD
(6GK5308-2FM10-2AA3)

SCALANCE X308-2LH
(6GK5308-2FN00-2AA3)

SCALANCE X308-2LH
(6GK5308-2FN10-2AA3)

SCALANCE X308-2LH+
(6GK5308-2FP00-2AA3)

SCALANCE X308-2LH+
(6GK5308-2FP10-2AA3)

SCALANCE X308-2M
(6GK5308-2GG00-2AA2)

SCALANCE X308-2M
(6GK5308-2GG10-2AA2)

SCALANCE X308-2M PoE
(6GK5308-2QG00-2AA2)

SCALANCE X308-2M PoE
(6GK5308-2QG10-2AA2)

SCALANCE X308-2M TS
(6GK5308-2GG00-2CA2)
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SCALANCE X308-2M TS
(6GK5308-2GG10-2CA2)

SCALANCE X310
(6GK5310-0FA00-2AA3)

SCALANCE X310
(6GK5310-0FA10-2AA3)

SCALANCE X310FE
(6GK5310-0BA00-2AA3)

SCALANCE X310FE
(6GK5310-0BA10-2AA3)

SCALANCE X320-1 FE
(6GK5320-1BD00-2AA3)

SCALANCE X320-1-2LD FE
(6GK5320-3BF00-2AA3)

SCALANCE X408-2
(6GK5408-2FD00-2AA2)

SCALANCE XB-200
Firmware

SINEC
INS

Scalance M-800
Firmware

Scalance X-300 Firmware
(Application)

Scalance XC-200
Firmware

Scalance Xch328
Firmware

Scalance Xrh334
Firmware

Scalance Xrm334
Firmware

Advisory NCSC-2025-0160
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Sidis
Prime

Siveillance
Video

Teamcenter
Visualization

Ruggedcom
1800

Ruggedcom
M2200

Ruggedcom
M2200Nc

Ruggedcom
Rmc30Nc

Ruggedcom Rox
Mx5000Re

Ruggedcom
Rs1600Tnc

Ruggedcom
Rs400

Ruggedcom
Rs400Nc

Ruggedcom
Rs40TNc

Ruggedcom
Rs416P

Ruggedcom
Rs8000H

Ruggedcom
Rs8000Tnc

Ruggedcom
Rs900
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Ruggedcom
Rs900Gnc

Ruggedcom Rs900Mnc-
Stnd-Xx-C01

Ruggedcom
Rsg2100Nc

Ruggedcom
Rsg908C

Ruggedcom
Rst916P

INTRALOG
WMS

JT2Go
(Application)

RUGGEDCOM APE1808
Firmware

RUGGEDCOM CROSSBOW

(Application)

RUGGEDCOM
M2100NC

RUGGEDCOM
M969

RUGGEDCOM
ROS

RUGGEDCOM ROX
RX1400

RUGGEDCOM ROX
RX1511

RUGGEDCOM ROX
RX1536

RUGGEDCOM ROX
RX5000

Advisory NCSC-2025-0160
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RUGGEDCOM
RPT110ONC

RUGGEDCOM
RS1600

RUGGEDCOM
RST1600F

RUGGEDCOM
RS1600NC

RUGGEDCOM
RS401

RUGGEDCOM
RS416NC

RUGGEDCOM
RS4T16PNC

RUGGEDCOM
RS8000

RUGGEDCOM
RS8000A

RUGGEDCOM
RS8000HNC

RUGGEDCOM
RS900G

RUGGEDCOM
RS900GPNC

RUGGEDCOM RS900MNC-

GETS-CO1

RUGGEDCOM RSS900OMNC-

GETS-XX

RUGGEDCOM
RS900W

RUGGEDCOM
RS910

Advisory NCSC-2025-0160
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RUGGEDCOM
RS9TONC

RUGGEDCOM
RS940G

RUGGEDCOM
RSG2100P

RUGGEDCOM
RSG2100PNC

RUGGEDCOM
RSGO07R

RUGGEDCOM
RSG910C

RUGGEDCOM
RSL910

RUGGEDCOM
RST916C

RUGGEDCOM
i801

RUGGEDCOM
i802

RUGGEDCOM
i802NC

RUGGEDCOM
i803

RUGGEDCOM
i803NC

RuggedCom ROX I

Firmware

Ruggedcom
I800NC

Ruggedcom
1801Nc

Advisory NCSC-2025-0160
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Ruggedcom
M2100

Ruggedcom
M969Nc

Ruggedcom
Rmc30

Ruggedcom Rox
Mx5000

Ruggedcom Rox
Rx1500

Ruggedcom Rox
Rx1501

Ruggedcom Rox
Rx1512

Ruggedcom
Rs1600Fnc

Ruggedcom
Rs1600T

Ruggedcom
Rs416

Ruggedcom
Rs8000ANC

Ruggedcom
Rs8000NCc

Ruggedcom
Rs8000T

Ruggedcom
Rs900Gp

Ruggedcom Rs900M-
Gets-CO1

Ruggedcom Rs900M-
Gets-Xx
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Ruggedcom Rs900M-
Stnd-CO1

Ruggedcom Rs900M-
Stnd-Xx

Ruggedcom Rs900Mnc-
Stnd-Xx

Ruggedcom
Rs900Nc

Ruggedcom
Rs910W

Ruggedcom
Rs940Gnc

Ruggedcom
Rsg2100

Ruggedcom
Rsg2200

Ruggedcom
Rsg2200Nc

Ruggedcom
Rsg909R

Ruggedcom
RsI9T0Nc

Ruggedcom
Rst2228

Ruggedcom
Rst2228P

SCALANCE SC-600
Firmware

SCALANCE XC208
Firmware

SCALANCE XF-200BA
Firmware (OS)

Advisory NCSC-2025-0160
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SCALANCE XM-400
Firmware

SCALANCE XP-200
Firmware

SCALANCE XR-300WG
Firmware (OS)

SCALANCE XR-500
Firmware (OS)

SCALANCE XB205-3 (SC, PN)
(6GK5205-3BB00-2AB2)

SCALANCE XB205-3 (ST, E/IP)
(6GK5205-3BB00-2TB2)

SCALANCE XB205-3 (ST, E/IP)
(6GK5205-3BD00-2TB2)

SCALANCE XB205-3 (ST, PN)
(6GK5205-3BD00-2AB2)

SCALANCE XB205-3LD (SC, E/IP)
(6GK5205-3BF00-2TB2)

SCALANCE XB205-3LD (SC, PN)
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SCALANCE XR324-4M EEC (24V, ports on
front) (6GK5324-4GG00-1ER2)

SCALANCE XR324-4M EEC (24V, ports on
front) (6GK5324-4GG10-1ER2)

SCALANCE XR324-4M EEC (24V, ports on
rear) (6GK5324-4GG00-1JR2)

SCALANCE XR324-4M EEC (24V, ports on
rear) (6GK5324-4GG10-1JR2)

SCALANCE XR324-dM EEC (2x 100-240VAC/
60-250VDC, ports on front) (6GK5324-4GG00-4ER2)

SCALANCE XR324-4M EEC (2x 100-240VAC/
60-250VDC, ports on front) (6GK5324-4GG10-4ER2)
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SCALANCE XR324-dM EEC (2x 100-240VAC/
60-250VDC, ports on rear) (6GK5324-4GG00-4JR2)

SCALANCE XR324-4M EEC (2x 100-240VAC/
60-250VDC, ports on rear) (6GK5324-4GG10-4JR2)

SCALANCE XR324-4M EEC (2x 24V, ports on
front) (6GK5324-4GG00-2ER2)

SCALANCE XR324-4M EEC (2x 24V, ports on
front) (6GK5324-4GG10-2ER2)

SCALANCE XR324-4M EEC (2x 24V, ports on
rear) (6GK5324-4GG00-2JR2)

SCALANCE XR324-4M EEC (2x 24V, ports on
rear) (6GK5324-4GG10-2JR2)

SCALANCE XR324-4M PoE (230V, ports on
front) (6GK5324-4QG00-3AR2)

SCALANCE XR324-4M PoE (230V, ports on
front) (6GK5324-4QG10-3AR2)

SCALANCE XR324-4M PoE (230V, ports on
rear) (6GK5324-4QG00-3HR2)

SCALANCE XR324-4M PoE (230V, ports on
rear) (6GK5324-4QG10-3HR?2)

SCALANCE XR324-4M PoE (24V, ports on
front) (6GK5324-4QG00-1AR2)

SCALANCE XR324-4M PoE (24V, ports on
front) (6GK5324-4QG10-1AR2)

SCALANCE XR324-4M PoE (24V, ports on
rear) (6GK5324-4QG00-1HR?2)

SCALANCE XR324-4M PoE (24V, ports on
rear) (6GK5324-4QG10-THR2)

SCALANCE XR324-4M PoE TS (24V, ports on
front) (6GK5324-4QG00-1CR2)

SCALANCE XR324-4M PoE TS (24V, ports on
front) (6GK5324-4QG10-1CR2)

Advisory NCSC-2025-0160



TLP:WHITE

SCALANCE XR324WG (24 X FE, DC 24V)
(6GK5324-0BA00-2AR3)

SCALANCE XR324WG (24 x FE, AC230V)
(6GK5324-0BA00-3AR3)

SCALANCE XR326-2C PoE WG
(6GK5326-2QS00-3AR3)

SCALANCE XR326-2C PoE WG (without UL)
(6GK5326-2QS00-3RR3)

SCALANCE XR326-8
(6GK5334-2TS00-2AR3)

SCALANCE XR326-8
(6GK5334-2TS00-3AR3)

SCALANCE XR326-8
(6GK5334-2TS00-4AR3)

SCALANCE XR326-8 EEC
(6GK5334-2TS00-2ER3)

SCALANCE XR328-4C WG (24XFE, 4XGE,
24V) (6GK5328-4FS00-2AR3)

SCALANCE XR328-4C WG (24xFE,
4xGE,DC24V) (6GK5328-4FS00-2RR3)

SCALANCE XR328-4C WG
(24xFE,4xGE,AC230V)
(6GK5328-4FS00-3AR3)

SCALANCE XR328-4CWG
(24xFE,4xGE,AC230V)
(6GK5328-4FS00-3RR3)

SCALANCE XR328-4CWG (28xGE, AC230V)
(6GK5328-45500-3AR3)

SCALANCE XR328-4C WG (28xGE, DC 24V)
(6GK5328-45500-2AR3)

SCALANCE XR502-32
(6GK5534-5TR00-2AR3)
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SCALANCE XR502-32
(6GK5534-5TR00-3AR3)

SCALANCE XR502-32
(6GK5534-5TR00-4AR3)

SCALANCE XR522-12
(6GK5534-3TR0O0-2AR3)

SCALANCE XR522-12
(6GK5534-3TR00-3AR3)

SCALANCE XR522-12
(6GK5534-3TR00-4AR3)

SCALANCE XR524-8C, 1x230V
(6GK5524-8GS00-3AR2)

SCALANCE XR524-8C, 1x230V (L3 int.)
(6GK5524-8GR00-3AR2)

SCALANCE XR524-8C, 24V
(6GK5524-8GS00-2AR2)

SCALANCE XR524-8C, 24V (L3 int.)
(6GK5524-8GR00-2AR2)

SCALANCE XR524-8C, 2x230V
(6GK5524-8GS00-4AR2)

SCALANCE XR524-8C, 2x230V (L3 int.)
(6GK5524-8GR0O0-4AR2)

SCALANCE XR526-8
(6GK5534-2TR00-2AR3)

SCALANCE XR526-8
(6GK5534-2TR00-3AR3)

SCALANCE XR526-8
(6GK5534-2TR00-4AR3)

SCALANCE XR526-8C, 1x230V
(6GK5526-8GS00-3AR2)

SCALANCE XR526-8C, 1x230V (L3 int.)
(6GK5526-8GR00-3AR2)
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SCALANCE XR526-8C, 24V
(6GK5526-8GS00-2AR2)

SCALANCE XR526-8C, 24V (L3 int.)
(6GK5526-8GR00-2AR2)

SCALANCE XR526-8C, 2x230V
(6GK5526-8GS00-4AR?2)

SCALANCE XR526-8C, 2x230V (L3 int.)
(6GK5526-8GR00-4AR2)

SCALANCE XR528-6M (2HR2)
(6GK5528-0AA00-2HR?2)

SCALANCE XR528-6M (2HR2, L3 int.)
(6GK5528-0AR00-2HR?2)

SCALANCE XR528-6M
(6GK5528-0AA00-2AR2)

SCALANCE XR528-6M (L3 int.)
(6GK5528-0AR00-2AR2)

SCALANCE XR552-12M (2HR?2)
(6GK5552-0AA00-2HR2)

SCALANCE XR552-12M (2HR2)
(6GK5552-0AR00-2HR?2)

SCALANCE XR552-12M (2HR2, L3 int.)
(6GK5552-0AR00-2AR?2)

SCALANCE XR552-12M
(6GK5552-0AA00-2AR2)

SCALANCE XRH334 (24 V DC, 8xFO, CQ)
(6GK5334-2TS01-2ER3)

SCALANCE XRM334 (230 V AC, 12xFO)
(6GK5334-3TS01-3AR3)

SCALANCE XRM334 (230 V AC, 8xFO)
(6GK5334-2TS01-3AR3)

SCALANCE XRM334 (24 V DC, 12xFO)
(6GK5334-3TS01-2AR3)
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SCALANCE XRM334 (24 V DC, 8xFO)
(6GK5334-2TS01-2AR3)

SCALANCE XRM334 (2x230 V AC, 12xFO)
(6GK5334-3TS01-4AR3)

SCALANCE XRM334 (2x230 V AC, 8xFO)
(6GK5334-2TS01-4AR3)

SIDIS
Prime

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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