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Feiten

Fortinet heeft kwetsbaarheden verholpen in FortiManager, FortiManager Cloud, FortiAnalyzer, FortiOS,
FortiProxy, FortiPAM, FortiSRA, FortiSwitchManager en FortiWeb.

Duiding

De kwetsbaarheden omvatten een OS Command Injection die lokale aanvallers in staat stelt om
ongeautoriseerde code uit te voeren door CLI-commando-argumenten te manipuleren. Daarnaast zijn er
kwetsbaarheden die het mogelijk maken voor aanvallers om ongeautoriseerde wijzigingen aan te brengen in
globale dreigingsfeeds en om authenticatie te omzeilen, wat leidt tot administratieve toegang tot de apparaten.
Ook zijn er kwetsbaarheden die kunnen leiden tot denial-of-service door het versturen van speciaal vervaardigde
verzoeken. Deze kwetsbaarheden kunnen leiden tot controle over de getroffen systemen.

Oplossingen

Fortinet heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://fortiguard.fortinet.com/psirt/FG-IR-24-325
> https://fortiguard.fortinet.com/psirt/FG-1R-24-381
> https://fortiguard.fortinet.com/psirt/FG-IR-24-388
> https://fortiguard.fortinet.com/psirt/FG-IR-23-167
> https://fortiguard.fortinet.com/psirt/FG-1R-23-490
> https://fortiguard.fortinet.com/psirt/FG-IR-25-122
> https://fortiguard.fortinet.com/psirt/FG-IR-24-472
> https://fortiguard.fortinet.com/psirt/FG-1R-24-023
> https://www.fortiguard.com/psirt/FG-I1R-24-472

Kwetsbaarheden
CVE CVSS Score
> CVE-2023-42788 7.8 HIGH
> CVE-2023-48795 6.0 MEDIUM

> CVE-2024-6387
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> CVE-2024-45324

> CVE-2024-54020

> CVE-2025-22252 9.8 CRITICAL
> CVE-2025-26466 6.9 MEDIUM
> CVE-2025-47294 5.3 MEDIUM

> CVE-2025-47295

CWE's

CWE Beschrijving

> CWE-222 Truncation of Security-relevant Information

> CWE-364 Signal Handler Race Condition

> CWE-134 Use of Externally-Controlled Format String

> CWE-354 Improper Validation of Integrity Check Value

> CWE-190 Integer Overflow or Wraparound

> CWE-362 Concurrent Execution using Shared Resource with Improper
Synchronization (‘Race Condition')

> CWE-757 Selection of Less-Secure Algorithm During Negotiation ('Algorithm
Downgrade')

> CWE-400 Uncontrolled Resource Consumption

> CWE-770 Allocation of Resources Without Limits or Throttling

> CWE-78 Improper Neutralization of Special Elements used in an OS Command ('0OS

Command Injection’)
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.
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