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Feiten

ABB heeft kwetsbaarheden verholpen in de ASPECT-productlijn, inclusief ASPECT-Enterprise, NEXUS Series en
MATRIX Series tot versie 3.08.03.

Duiding

De kwetsbaarheden omvatten onder andere Remote Code Execution, SQL-injectie, servlet-injectie, en
verschillende vormen van bestandstoegang en -manipulatie. Deze kwetsbaarheden kunnen worden
geéxploiteerd wanneer sessie-administratorcredentials zijn gecompromitteerd, wat kan leiden tot
ongeautoriseerde toegang, controle over systemen, en ernstige gevolgen voor de integriteit en vertrouwelijkheid
van gegevens. Aanvallers kunnen bijvoorbeeld willekeurige code uitvoeren, systeembronnen uitputten,
gevoelige bestanden benaderen of zelfs systeembestanden verwijderen, wat kan resulteren in operationele
verstoringen.

Oplossingen

ABB heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://search.abb.com/library/Download.aspx?
DocumentID=9AKK108471A0021&LanguageCode=en&DocumentPartld=pdf&Action=Launch

Kwetsbaarheden
CVE CVSS Score
> CVE-2024-9639
> CVE-2024-13928
> CVE-2024-13929
> CVE-2024-13930 5.9 MEDIUM
> CVE-2024-13931
> CVE-2024-48850
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> CVE-2024-48853 9.5 CRITICAL
> CVE-2025-2409 m
> CVE-2025-2410 m

> CVE-2025-30169 6.0 MEDIUM

> CVE-2025-30170 5.9 MEDIUM

> CVE-2025-30171 7.3 HIGH
> CVE-2025-30172 m

> CVE-2025-30173 6.0 MEDIUM
CWE's
CWE Beschrijving
> CWE-606 Unchecked Input for Loop Condition
> CWE-286 Incorrect User Management
> CWE-497 Exposure of Sensitive System Information to an Unauthorized Control
Sphere
> CWE-36 Absolute Path Traversal
> CWE-99 Improper Control of Resource Identifiers ('Resource Injection’)
> CWE-434 Unrestricted Upload of File with Dangerous Type
> CWE-94 Improper Control of Generation of Code (‘Code Injection’)
> CWE-863 Incorrect Authorization

> CWE-73 External Control of File Name or Path
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.
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