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Feiten

Microsoft heeft kwetsbaarheden verholpen in Windows.

Duiding

Advisory NCSC-2025-0188

Een kwaadwillende kan de kwetsbaarheden misbruiken om aanvallen uit te voeren die kunnen leiden tot de

volgende categorieén schade:

« Denial of Service (DoS)

- Omzeilen van een beveiligingsmaatregel

- Uitvoeren van willekeurige code (Gebruikersrechten)

« Uitvoeren van willekeurige code (Root/Adminrechten)

» Toegang tot

gevoelige gegevens

« Verkrijgen van verhoogde rechten

- Spoofing

Windows Recovery
| ________________
| CVE-ID

| ________________
| CVE-2025-32721

Windows Security
[
| CVE-ID

[=mmmmm o
| CVE-2025-47956

Driver:

|- | |
| CVSS | Impact |
|- R EEEREE |
| 7.30 | Verkrijgen van verhoogde rechten |
REREEE [ |
App:

EEREEE | |
| CVSS | Impact |
|------ | |
| 5.50 | Voordoen als andere gebruiker |

I

App Control for Business (WDAC):

| ________________
| CVE-ID

[-ommmmmmeeeaaa
| CVE-2025-33069

Windows Remote De

| ________________
| CVE-ID

|------ | |
| CVSS | Impact |

| 5.10 | Omzeilen van beveiligingsmaatregel |

sktop Services:

|- R REEREE |
| CVSS | Impact |
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| CVE-2025-32710 | 8.10 | Uitvoeren van willekeurige code
R R RRREEEE EEREEE |

Windows Storage Management Provider:

Windows Local Security Authority Subsystem Service (LSASS):
| =ommmm e | --eee |

CVE-2025-32719
CVE-2025-32720
CVE-2025-33058
CVE-2025-33059
CVE-2025-33060
CVE-2025-33061
CVE-2025-33062
CVE-2025-33063
CVE-2025-33065
CVE-2025-24068
CVE-2025-24069
CVE-2025-24065
CVE-2025-33055

CVE-ID

Toegang
Toegang
Toegang
Toegang
Toegang
Toegang
Toegang
Toegang
Toegang
Toegang
Toegang
Toegang
Toegang

| CVSS | Impact

gevoelige
gevoelige
gevoelige
gevoelige
gevoelige
gevoelige
gevoelige
gevoelige
gevoelige
gevoelige
gevoelige
gevoelige

gevoelige

| CVE-2025-32724 | 7.50 | Denial-of-Service

Windows KDC Proxy Service (KPSSVC):

| -mem e |------ |
| CVE-2025-33071 | 8.10 | Uitvoeren van willekeurige code

CVE-ID

| CVSS | Impact

Windows Remote Access Connection Manager:

CVE-ID

| CVSS | Impact
| RN | |

gegevens
gegevens
gegevens
gegevens
gegevens
gegevens
gegevens
gegevens
gegevens
gegevens
gegevens
gegevens

gegevens
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| CVE-2025-47955 | 7.80 | Verkrijgen van verhoogde rechten |
R RRRREEED |----- | |

Remote Desktop Client:

| -mem e |------ | |
| CVE-ID | CVSS | Impact |

| -me e | ------ | |
| CVE-2025-32715 | 6.50 | Toegang tot gevoelige gegevens |

Windows Storage Port Driver:

| CVE-2025-32722 | 5.50
R REREEEEEE [------

Windows Installer:

I I
| CVE-ID | CVSS | Impact |
| -mem e |------ | |
| CVE-2025-32714 | 7.80 | Verkrijgen van verhoogde rechten |
| CVE-2025-33075 | 7.80 | Verkrijgen van verhoogde rechten |
R RRRREEEE REREEE [ |
Windows Hello:
R R RRREEEE EEREEE | |
| CVE-ID | CVSS | Impact |
| -mem e |------ | |
| CVE-2025-47969 | 4.40 | Toegang tot gevoelige gegevens |
| -me e | ------ | |
WebDAV :
| -mem e |------ | |
| CVE-ID | CVSS | Impact |
|- |- | |
| CVE-2025-33053 | 8.80 | Uitvoeren van willekeurige code |

I |

Windows Standards-Based Storage Management Service:
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| CVE-2025-33064 |
| CVE-2025-33066 |

| CVE-2025-3052

| CVSS | Impact

Uitvoeren van willekeurige code

Uitvoeren van willekeurige code

Advisory NCSC-2025-0188
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Windows Media:

I I
| CVE-ID | CVSS | Impact |
R ARt |- | |
| CVE-2025-32716 | 7.80 | Verkrijgen van verhoogde rechten |
| |- R EEEREE |
Windows Netlogon:
| |- R REEREE |
| CVE-ID | CVSS | Impact |
R R RRREEEE EEREEE | |
| CVE-2025-33070 | 8.10 | Verkrijgen van verhoogde rechten |
R RRRREEED |----- | |
Windows SMB:
R RRRREEEE REREEE [ |
| CVE-ID | CVSS | Impact |
R RRRREEED |----- | |
| CVE-2025-32718 | 7.80 | Verkrijgen van verhoogde rechten |
| CVE-2025-33073 | 8.80 | Verkrijgen van verhoogde rechten |

I I

Windows Common Log File System Driver:

R RRREEEE |----- | |
| CVE-ID | CVSS | Impact |
| -mem e |------ | |
| CVE-2025-32713 | 7.80 | Verkrijgen van verhoogde rechten |

Windows Local Security Authority (LSA):

| -me e | ------ | |
| CVE-ID | CVSS | Impact |
| RN | |
| CVE-2025-33057 | 6.50 | Denial-of-Service

Microsoft Local Security Authority Server (lsasrv):

| =omm e | --e- | |
| CVE-ID | CVSS | Impact |

R RRREEEE |----- | |
| CVE-2025-33056 | 7.50 | Denial-of-Service

Advisory NCSC-2025-0188
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Windows DHCP Server:

|- |- | |
| CVE-ID | CVSS | Impact |
| RN | |
| CVE-2025-32725 | 7.50 | Denial-of-Service |
| CVE-2025-33050 | 7.50 | Denial-of-Service

Windows DWM Core Library:
| ________________

I I
| CVE-ID | CVSS | Impact |
| RN | |
| CVE-2025-33052 | 5.50 | Toegang tot gevoelige gegevens |
R RRREEEE |----- | |
Windows Shell:
|- |----- | |
| CVE-ID | CVSS | Impact |
| -mem e |------ | |
| CVE-2025-47160 | 5.40 | Omzeilen van beveiligingsmaatregel |
I I

Oplossingen

Microsoft heeft updates beschikbaar gesteld waarmee de beschreven kwetsbaarheden worden verholpen. We
raden u aan om deze updates te installeren. Meer informatie over de kwetsbaarheden, de installatie van de
updates en eventuele work-arounds vindt u op:

https://portal.msrc.microsoft.com/en-us/security-guidance

Kwetsbaarheden

CVE CVSS Score

Y CVE-2025-29828 m

Y CVE-2025-32710

> CVE-2025-32712


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-29828
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-29828
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32710
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32710
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32712
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32712
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> CVE-2025-32713

> CVE-2025-32714

9 CVE-2025-32715

> CVE-2025-32716

> CVE-2025-32718

> CVE-2025-32719

> CVE-2025-32720

Y CVE-2025-32721

Y CVE-2025-32722

> CVE-2025-32724

> CVE-2025-33058

> CVE-2025-33059

¥ CVE-2025-33060

9 CVE-2025-33061

Y CVE-2025-33062

> CVE-2025-33063

> CVE-2025-33064

> CVE-2025-33065

Y CVE-2025-33066

> CVE-2025-33067

Y CVE-2025-33075

> CVE-2025-47160

> CVE-2025-47955

6.5 MEDIUM

5.5 MEDIUM

7.8 HIGH
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32713
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32713
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32714
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32714
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32715
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32715
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32716
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32716
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32718
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32718
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32719
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32719
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32720
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32720
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32721
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32721
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32722
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32722
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32724
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32724
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33058
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33058
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33059
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33059
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33060
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33060
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33061
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33061
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33062
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33062
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33063
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33063
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33064
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33064
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33065
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33065
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33066
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33066
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33067
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33067
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33075
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33075
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-47160
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-47160
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-47955
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-47955
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> CVE-2025-33071
> CVE-2025-24068
> CVE-2025-24069
> CVE-2025-24065
> CVE-2025-32725
> CVE-2025-33050
> CVE-2025-33052
> CVE-2025-33053
> CVE-2025-33055
> CVE-2025-33056
> CVE-2025-33057
> CVE-2025-33068
> CVE-2025-33070
> CVE-2025-33073
> CVE-2025-3052

> CVE-2025-47969
> CVE-2025-33069

> CVE-2025-47956

CWE's

CWE
> CWE-59

> CWE-822

Advisory NCSC-2025-0188

5.5 MEDIUM

7.5 HIGH

7.5 HIGH

7.5 HIGH

7.5 HIGH

4.4 MEDIUM

Beschrijving
Improper Link Resolution Before File Access ('Link Following')

Untrusted Pointer Dereference


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33071
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33071
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24068
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24068
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24069
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24069
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24065
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-24065
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32725
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-32725
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33050
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33050
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33052
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33052
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33053
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33053
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33055
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33055
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33056
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33056
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33057
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33057
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33068
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33068
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33070
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33070
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33073
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33073
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-3052
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-3052
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-47969
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-47969
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33069
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-33069
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-47956
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-47956
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/822.html
https://cwe.mitre.org/data/definitions/822.html
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> CWE-126
> CWE-347
> CWE-908
> CWE-190
> CWE-693

> CWE-362

> CWE-125
> CWE-284
> CWE-416
> CWE-401
> CWE-476
> CWE-400
> CWE-200
> CWE-122
> CWE-73

> CWE-269

Getroffen producten

Microsoft

Remote Desktop client for
Windows Desktop

Windows 10 Version 1607 for
32-bit Systems

Windows 10 Version 1607 for x64-
based Systems

Windows 10 Version 18009 for
32-bit Systems

Advisory NCSC-2025-0188

Buffer Over-read

Improper Verification of Cryptographic Signature
Use of Uninitialized Resource

Integer Overflow or Wraparound

Protection Mechanism Failure

Concurrent Execution using Shared Resource with Improper
Synchronization ('Race Condition')

Out-of-bounds Read

Improper Access Control

Use After Free

Missing Release of Memory after Effective Lifetime

NULL Pointer Dereference

Uncontrolled Resource Consumption

Exposure of Sensitive Information to an Unauthorized Actor
Heap-based Buffer Overflow

External Control of File Name or Path

Improper Privilege Management


https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/347.html
https://cwe.mitre.org/data/definitions/347.html
https://cwe.mitre.org/data/definitions/908.html
https://cwe.mitre.org/data/definitions/908.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/693.html
https://cwe.mitre.org/data/definitions/693.html
https://cwe.mitre.org/data/definitions/362.html
https://cwe.mitre.org/data/definitions/362.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/401.html
https://cwe.mitre.org/data/definitions/401.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/73.html
https://cwe.mitre.org/data/definitions/73.html
https://cwe.mitre.org/data/definitions/269.html
https://cwe.mitre.org/data/definitions/269.html
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Windows 10 Version 1809 for x64-
based Systems

Windows 10 Version 21H2 for
32-bit Systems

Windows 10 Version 21H2 for
ARM®64-based Systems

Windows 10 Version 21H2 for x64-
based Systems

Windows 10 Version 22H2 for
32-bit Systems

Windows 10 Version 22H2 for
ARM64-based Systems

Windows 10 Version 22H?2 for x64-
based Systems

Windows 10 for 32-bit
Systems

Windows 10 for x64-based
Systems

Windows 11 Version 22H2 for
ARM64-based Systems

Windows 11 Version 22H?2 for x64-
based Systems

Windows 11 Version 23H?2 for
ARM®64-based Systems

Windows 11 Version 23H2 for x64-
based Systems

Windows 11 Version 24H2 for
ARM64-based Systems

Windows 11 Version 24H?2 for x64-
based Systems

Windows App Client for
Windows Desktop
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Windows Security
App

Windows Server
2016

Windows Server 2016 (Server
Core installation)

Windows Server
2019

Windows Server 2019 (Server
Core installation)

Windows Server
2022

Windows Server 2022 (Server
Core installation)

Windows Server 2022, 23H2 Edition
(Server Core installation)

Windows Server
2025

Windows Server 2025 (Server
Core installation)

Windows 10 Version
1507

Windows 10 Version
1607

Windows 10 Version
1809

Windows 10 Version
21H2

Windows 10 Version
22H2

Windows 11 Version
23H2

Advisory NCSC-2025-0188
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Windows 11 Version
24H2

Windows 11 version
22H2

Windows 11 version
22H3

Windows Server 2008
Service Pack 2

Windows Server 2008 R2
Service Pack 1

Windows Server 2008 R2 Service Pack 1
(Server Core installation)

Windows Server 2008 R2 for x64-based
Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems
Service Pack 1 (Server Core installation)

Windows Server 2008 for 32-bit
Systems Service Pack 2

Windows Server 2008 for 32-bit Systems
Service Pack 2 (Server Core installation)

Windows Server 2008 for x64-based
Systems Service Pack 2

Windows Server 2008 for x64-based Systems
Service Pack 2 (Server Core installation)

Windows Server
2012

Windows Server 2012 (Server
Core installation)

Windows Server
2012 R2

Windows Server 2012 R2 (Server
Core installation)

Advisory NCSC-2025-0188
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Windows Server 2008
Service Pack 2

Windows Server 2008 Service Pack 2
(Server Core installation)

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.
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