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Feiten

Siemens heeft kwetsbaarheden verholpen in diverse producten als SIMATIC, SINEC, SIPROTEC, Solid Edge en TIA,

Duiding

De kwetsbaarheden stellen een kwaadwillende mogelijk in staat aanvallen uit te voeren die kunnen leiden tot de
volgende categorieén schade:

« Denial-of-Service (DoS)

- Manipulatie van gegevens

» Omzeilen van een beveiligingsmaatregel

- (Remote) code execution (root/admin rechten)
- (Remote) code execution (Gebruikersrechten)
+ SQL Injection

» Toegang tot gevoelige gegevens

- Verhogen van rechten

De kwaadwillende heeft hiervoor toegang nodig tot de productieomgeving. Het is goed gebruik een dergelijke
omgeving niet publiek toegankelijk te hebben.

Oplossingen

Siemens heeft beveiligingsupdates uitgebracht om de kwetsbaarheden te verhelpen. Voor de kwetsbaarheden
waar nog geen updates voor zijn, heeft Siemens mitigerende maatregelen gepubliceerd om de risico's zoveel als
mogelijk te beperken. Zie de bijgevoegde referenties voor meer informatie.

Referenties

> https://cert-portal.siemens.com/productcert/pdf/ssa-460466.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-573669.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-626991.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-904646.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-078892.pdf
> https://cert-portal.siemens.com/productcert/pdf/ssa-091753.pdf
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Kwetsbaarheden

CVE

> CVE-2025-23364
> CVE-2025-23365
> CVE-2025-27127
> CVE-2025-40593
> CVE-2025-40735
> CVE-2025-40736
> CVE-2025-40737
> CVE-2025-40738
> CVE-2025-40739
> CVE-2025-40740
> CVE-2025-40741

> CVE-2025-40742

CWE's

CWE
> CWE-598
> CWE-347
> CWE-434
> CWE-125
> CWE-306

> CWE-284

CVSS Score

6.9 MEDIUM

5.3 MEDIUM

7.1 HIGH

8.7 HIGH

9.3 CRITICAL

8.7 HIGH

8.7 HIGH

7.3 HIGH

7.3 HIGH

7.3 HIGH

6.0 MEDIUM

Beschrijving

Use of GET Request Method With Sensitive Query Strings
Improper Verification of Cryptographic Signature
Unrestricted Upload of File with Dangerous Type
Out-of-bounds Read

Missing Authentication for Critical Function

Improper Access Control
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> CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path
Traversal')

> CWE-121 Stack-based Buffer Overflow

> CWE-89 Improper Neutralization of Special Elements used in an SQL Command

('SQL Injection’)

> CWE-20 Improper Input Validation

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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