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Feiten

Mozilla heeft kwetsbaarheden verholpen in Firefox en Thunderbird (Specifiek voor versies onder 141).

Duiding

De kwetsbaarheden omvatten een breed scala aan problemen waaronder het uitvoeren van ongeautoriseerde
code. Deze kwetsbaarheden kunnen worden misbruikt door kwaadwillenden om toegang te krijgen tot
gevoelige informatie of om de integriteit van systemen in gevaar te brengen.

Oplossingen

Mozilla heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://www.mozilla.org/en-US/security/advisories/mfsa2025-56/
> https://www.mozilla.org/en-US/security/advisories/mfsa2025-57/
> https://www.mozilla.org/en-US/security/advisories/mfsa2025-58/
> https://www.mozilla.org/en-US/security/advisories/mfsa2025-59/
> https://www.mozilla.org/en-US/security/advisories/mfsa2025-60/
> https://www.mozilla.org/en-US/security/advisories/mfsa2025-61/
> https://www.mozilla.org/en-US/security/advisories/mfsa2025-62/
> https://www.mozilla.org/en-US/security/advisories/mfsa2025-63/

Kwetsbaarheden

CVE CVSS Score
> CVE-2025-54143
> CVE-2025-54144
> CVE-2025-54145

> CVE-2025-8027 5.3 MEDIUM

> CVE-2025-8028 -
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> CVE-2025-8029
> CVE-2025-8030
> CVE-2025-8031
> CVE-2025-8032
> CVE-2025-8033
> CVE-2025-8035
> CVE-2025-8036
> CVE-2025-8037
> CVE-2025-8038
> CVE-2025-8039
> CVE-2025-8040
> CVE-2025-8041
> CVE-2025-8042
> CVE-2025-8043
> CVE-2025-8044

> CVE-2025-8034

CWE's

CWE
> CWE-350
> CWE-534
> CWE-1021
> CWE-252

> CWE-119
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5.3 MEDIUM
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5.3 MEDIUM
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5.3 MEDIUM

5.3 MEDIUM

Beschrijving

Reliance on Reverse DNS Resolution for a Security-Critical Action
DEPRECATED: Information Exposure Through Debug Log Files
Improper Restriction of Rendered Ul Layers or Frames
Unchecked Return Value

Improper Restriction of Operations within the Bounds of a Memory Buffer
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> CWE-476 NULL Pointer Dereference
> CWE-94 Improper Control of Generation of Code ('Code Injection’)
> CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

Getroffen producten

Mozilla

Thunderbird
Firefox

Firefox
ESR

Firefox for
i0S

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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