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Feiten

Apple heeft kwetsbaarheden verholpen in macOS.

Duiding

De kwetsbaarheden omvatten verschillende problemen met betrekking tot de toegang tot gevoelige
gebruikersdata, permissies, en beveiligingslekken die konden leiden tot ongeautoriseerde toegang of het
omzeilen van sandbox-beperkingen. Deze kwetsbaarheden konden door kwaadwillenden worden misbruikt om
gevoelige informatie te verkrijgen of om de stabiliteit van het systeem in gevaar te brengen. De updates zijn
cruciaal voor het waarborgen van de integriteit en privacy van gebruikersdata.

Oplossingen

Apple heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://support.apple.com/en-us/125110
> https://support.apple.com/en-us/125111
> https://support.apple.com/en-us/125112

Kwetsbaarheden
CVE CVSS Score
> CVE-2024-27280 9.8 CRITICAL
> CVE-2025-6965 7.2 HIGH

> CVE-2025-24088

> CVE-2025-24197 4.8 MEDIUM

> CVE-2025-31255

Y CVE-2025-31259 4.8 MEDIUM

> CVE-2025-31268
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> CVE-2025-31269 4.8 MEDIUM
> CVE-2025-31270 4.8 MEDIUM
9 CVE-2025-31271

> CVE-2025-40909 -

> CVE-2025-43190

> CVE-2025-43204 4.8 MEDIUM
> CVE-2025-43207 4.8 MEDIUM
> CVE-2025-43208 4.8 MEDIUM
> CVE-2025-43231 4.8 MEDIUM

> CVE-2025-43262

> CVE-2025-43272

> CVE-2025-43273
> CVE-2025-43277

> CVE-2025-43279 4.8 MEDIUM
> CVE-2025-43283 6.8 MEDIUM

> CVE-2025-43285

> CVE-2025-43286

> CVE-2025-43287

> CVE-2025-43291

> CVE-2025-43292 -

> CVE-2025-43293 4.8 MEDIUM
> CVE-2025-43294

> CVE-2025-43295
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> CVE-2025-43297

> CVE-2025-43298

9 CVE-2025-43299

> CVE-2025-43301

> CVE-2025-43302

> CVE-2025-43303

> CVE-2025-43304

9 CVE-2025-43305

> CVE-2025-43307

> CVE-2025-43308

> CVE-2025-43310

> CVE-2025-43311

9 CVE-2025-43312

> CVE-2025-43314

> CVE-2025-43315

Y CVE-2025-43316

> CVE-2025-43317

> CVE-2025-43318

9 CVE-2025-43319

> CVE-2025-43321

> CVE-2025-43325

> CVE-2025-43326

> CVE-2025-43327

6.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM
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TLP:WHITE

> CVE-2025-43328

> CVE-2025-43329

9 CVE-2025-43330

> CVE-2025-43331

Y CVE-2025-43332

> CVE-2025-43333

> CVE-2025-43337

9 CVE-2025-43340

Y CVE-2025-43341

> CVE-2025-43342

> CVE-2025-43343

> CVE-2025-43344

> CVE-2025-43346

> CVE-2025-43347

> CVE-2025-43349

> CVE-2025-43353

> CVE-2025-43354

> CVE-2025-43355

Y CVE-2025-43356

> CVE-2025-43357

> CVE-2025-43358

> CVE-2025-43359

> CVE-2025-43366

4.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM
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> CVE-2025-43367 4.8 MEDIUM
> CVE-2025-43368 5.3 MEDIUM
> CVE-2025-43369 4.8 MEDIUM
> CVE-2025-43372 5.3 MEDIUM
CWE's
CWE Beschrijving
> CWE-20 Improper Input Validation
> CWE-61 UNIX Symbolic Link (Symlink) Following
> CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer
> CWE-120 Buffer Copy without Checking Size of Input (‘'Classic Buffer Overflow')
> CWE-125 Out-of-bounds Read
> CWE-126 Buffer Over-read
> CWE-197 Numeric Truncation Error
> CWE-200 Exposure of Sensitive Information to an Unauthorized Actor
> CWE-265 CWE-265
> CWE-275 CWE-275
> CWE-362 Concurrent Execution using Shared Resource with Improper

Synchronization (‘Race Condition')

> CWE-404 Improper Resource Shutdown or Release

> CWE-416 Use After Free

> CWE-426 Untrusted Search Path

> CWE-689 Permission Race Condition During Resource Copy

> CWE-757 Selection of Less-Secure Algorithm During Negotiation (‘Algorithm

Downgrade')

> CWE-693 Protection Mechanism Failure
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Getroffen producten

Apple

macOS
Sequoia

macOS
Sonoma

macOS
Tahoe

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.
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