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Feiten

Juniper heeft kwetsbaarheden verholpen in Junos Space (Specifiek voor alle versies prior tot 24.1R4).

Duiding

De kwetsbaarheden bevinden zich in de wijze waarop Juniper Networks Junos Space gebruikersinvoer verwerkt.
Aanvallers kunnen kwaadaardige scripts injecteren in verschillende pagina's, zoals de Device Template
Definition, Global Search, en andere secties van de interface. Dit kan leiden tot ongeautoriseerde uitvoering van
commando's met de rechten van de getroffen gebruiker. Omdat gebruikers in deze context vaak beheersrechten
hebben, is niet uitgesloten dat uitvoer van commando's met verhoogde rechten kan plaatsvinden.

Oplossingen

Juniper heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://supportportal.juniper.net/s/article/2025-10-Security-Bulletin-Junos-Space-Multiple-XSS-
vulnerabilities-resolved-in-24-1R4-release

Kwetsbaarheden

CVE CVSS Score
> CVE-2025-59996 5.1 MEDIUM
> CVE-2025-59997 5.1 MEDIUM
> CVE-2025-59998 5.1 MEDIUM
> CVE-2025-59999 5.1 MEDIUM
¥ CVE-2025-60000 5.1 MEDIUM
> CVE-2025-60001 5.1 MEDIUM
> CVE-2025-60002 5.1 MEDIUM

> CVE-2025-60009 5.1 MEDIUM


https://supportportal.juniper.net/s/article/2025-10-Security-Bulletin-Junos-Space-Multiple-XSS-vulnerabilities-resolved-in-24-1R4-release
https://supportportal.juniper.net/s/article/2025-10-Security-Bulletin-Junos-Space-Multiple-XSS-vulnerabilities-resolved-in-24-1R4-release
https://supportportal.juniper.net/s/article/2025-10-Security-Bulletin-Junos-Space-Multiple-XSS-vulnerabilities-resolved-in-24-1R4-release
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59996
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59996
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59997
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59997
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59998
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59998
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59999
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59999
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-60000
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-60000
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-60001
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-60001
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-60002
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-60002
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-60009
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-60009
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> CVE-2025-59978
> CVE-2025-59981
> CVE-2025-59982
> CVE-2025-59983
> CVE-2025-59984
> CVE-2025-59985
> CVE-2025-59986
> CVE-2025-59987
> CVE-2025-59988
> CVE-2025-59989
> CVE-2025-59990
> CVE-2025-59991
> CVE-2025-59992
> CVE-2025-59993
> CVE-2025-59994

Y CVE-2025-59995

CWE's

CWE

> CWE-79

Beschrijving
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Improper Neutralization of Input During Web Page Generation ('Cross-site

Scripting’)


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59978
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59978
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59981
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59981
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59982
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59982
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59983
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59983
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59984
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59984
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59985
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59985
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59986
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59986
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59987
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59987
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59988
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59988
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59989
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59989
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59990
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59990
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59991
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59991
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59992
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59992
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59993
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59993
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59994
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59994
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59995
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-59995
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
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Juniper Networks
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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