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Feiten

Apple heeft kwetsbaarheden verholpen iniOS 26.1 en iPadOS 26.1.

Duiding

De kwetsbaarheden betroffen verschillende privacy- en beveiligingsproblemen, waaronder ongeautoriseerde
toegang tot gebruikersgegevens, het risico van gegevensexfiltratie, en kwetsbaarheden in geheugenbeheer die
konden leiden tot onverwachte systeemcrashes. Aanvallers konden mogelijk gevoelige informatie verkrijgen via

misbruik van deze kwetsbaarheden, wat de integriteit en privacy van gebruikers in gevaar bracht. De updates
bevatten verbeterde validatiemechanismen en restricties om deze risico's te mitigeren.

Oplossingen

Apple heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://support.apple.com/en-us/125632

Kwetsbaarheden
CVE CVSS Score
> CVE-2025-43442 4.8 MEDIUM
Y CVE-2025-43455 4.8 MEDIUM

> CVE-2025-43447
> CVE-2025-43462
> CVE-2025-43449 4.8 MEDIUM
> CVE-2025-43379

> CVE-2025-43407 4.8 MEDIUM

Y CVE-2025-43423 -


https://support.apple.com/en-us/125632
https://support.apple.com/en-us/125632
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43442
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43442
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43455
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43455
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43447
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43447
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43462
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43462
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43449
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43449
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43379
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43379
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43407
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43407
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43423
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43423
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> CVE-2025-43450

> CVE-2025-43448

Y CVE-2025-43426

9 CVE-2025-43350

> CVE-2025-43436

> CVE-2025-43445

> CVE-2025-43498

9 CVE-2025-43507

> CVE-2025-43444

> CVE-2025-43398

> CVE-2025-43413

> CVE-2025-43496

9 CVE-2025-43294

Y CVE-2025-43386

> CVE-2025-43385

Y CVE-2025-43384

> CVE-2025-43383

> CVE-2025-43424

9 CVE-2025-43389

Y CVE-2025-43439

> CVE-2025-43391

> CVE-2025-43493

> CVE-2025-43503

4.8 MEDIUM
4.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM
5.3 MEDIUM
4.8 MEDIUM
4.8 MEDIUM
4.8 MEDIUM

6.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43450
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43450
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43448
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43448
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43426
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43426
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43350
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43350
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43436
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43436
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43445
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43445
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43498
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43498
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43507
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43507
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43444
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43444
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43398
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43398
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43413
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43413
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43496
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43496
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43294
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43294
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43386
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43386
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43385
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43385
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43384
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43384
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43383
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43383
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43424
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43424
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43389
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43389
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43439
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43439
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43391
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43391
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43493
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43493
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43503
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43503
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> CVE-2025-43502

¥ CVE-2025-43500

Y CVE-2025-43454

> CVE-2025-43460

> CVE-2025-43422

> CVE-2025-43452

> CVE-2025-43480

9 CVE-2025-43458

> CVE-2025-43430

> CVE-2025-43427

> CVE-2025-43443

> CVE-2025-43441

> CVE-2025-43435

Y CVE-2025-43425

> CVE-2025-43440

> CVE-2025-43438

> CVE-2025-43457

> CVE-2025-43434

Y CVE-2025-43495

> CVE-2025-43433

> CVE-2025-43431

> CVE-2025-43432

> CVE-2025-43429

4.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43502
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43502
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43500
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43500
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43454
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43454
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43460
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43460
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43422
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43422
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43452
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43452
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43480
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43480
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43458
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43458
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43430
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43430
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43427
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43427
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43443
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43443
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43441
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43441
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43435
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43435
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43425
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43425
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43440
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43440
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43438
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43438
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43457
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43457
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43434
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43434
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43495
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43495
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43433
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43433
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43431
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43431
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43432
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43432
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43429
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43429
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> CVE-2025-43421

9 CVE-2025-43392

CWE's

CWE

> CWE-61
> CWE-119
> CWE-125
> CWE-200
> CWE-275
> CWE-284
> CWE-371

> CWE-404

Getroffen producten

Apple
i0S

iPadOS

Advisory NCSC-2025-0352

Beschrijving

UNIX Symbolic Link (Symlink) Following

Improper Restriction of Operations within the Bounds of a Memory Buffer
Out-of-bounds Read

Exposure of Sensitive Information to an Unauthorized Actor

CWE-275

Improper Access Control

CWE-371

Improper Resource Shutdown or Release


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43421
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43421
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43392
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-43392
https://cwe.mitre.org/data/definitions/61.html
https://cwe.mitre.org/data/definitions/61.html
https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/275.html
https://cwe.mitre.org/data/definitions/275.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/371.html
https://cwe.mitre.org/data/definitions/371.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/404.html
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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