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Feiten

Google heeft kwetsbaarheden verholpen in Android. Samsung heeft de voor Samsung mobile relevante
kwetsbaarheden verholpen in Samsung mobile.

Duiding

De kwetsbaarheden zijn voornamelijk gerelateerd aan onjuiste invoervalidatie, wat kan resulteren in
systeemcrashes en remote denial of service-aanvallen via kwaadaardige basisstations zonder dat
gebruikersinteractie vereist is. Dit vormt een risico voor de stabiliteit en integriteit van de systemen die deze
technologie gebruiken.

Google meldt informatie te hebben ontvangen dat de kwetsbaarheden met kenmerk CVE-2025-48633 en
CVE-2025-48572 beperkt en gericht zijn misbruikt. Deze kwetsbaarheden bevinden zich in het Android
Framework en stellen een kwaadwillende in staat zich verhoogde rechten toe te kennen en toegang te krijgen tot
gevoelige gegevens. Voor zover bekend moet voor succesvol misbruik de kwaadwillende het slachtoffer
misleiden een malafide app te installeren.

Oplossingen

Google en Samsung hebben patches uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde
referenties voor meer informatie.

Referenties

> https://security.samsungmobile.com/securityUpdate.smsb?year=2025&month=12
> https://source.android.com/docs/security/bulletin/2025-12-01
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48628
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48629
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48629
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48631
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48631

TLP:WHITE

> CVE-2025-48632
> CVE-2025-48633
> CVE-2025-48637
> CVE-2025-48638
> CVE-2025-48639
> CVE-2025-58410
> CVE-2025-58475
> CVE-2025-58476
> CVE-2025-58477
> CVE-2025-58478
> CVE-2025-58479
> CVE-2025-58480
> CVE-2025-61607
> CVE-2025-61608
> CVE-2025-61609
> CVE-2025-61610
> CVE-2025-61617
> CVE-2025-61618

> CVE-2025-61619

CWE's

CWE

> CWE-20

7.5 HIGH

5.6 MEDIUM

4.2 MEDIUM

4.3 MEDIUM

4.3 MEDIUM

4.3 MEDIUM

4.3 MEDIUM

8.7 HIGH

8.7 HIGH

8.7 HIGH

8.7 HIGH

8.7 HIGH

8.7 HIGH

8.7 HIGH

Beschrijving

Improper Input Validation

Advisory NCSC-2025-0379


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48632
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48632
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48633
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48633
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48637
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48637
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48638
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48638
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48639
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-48639
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58410
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58410
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58475
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58475
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58476
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58476
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58477
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58477
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58478
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58478
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58479
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58479
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58480
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-58480
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61607
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61607
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61608
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61608
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61609
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61609
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61610
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61610
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61617
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61617
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61618
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61618
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61619
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-61619
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/20.html

TLP:WHITE

> CWE-78

> CWE-122
> CWE-125
> CWE-131
> CWE-190
> CWE-248
> CWE-280
> CWE-287
> CWE-404
> CWE-416
> CWE-476
> CWE-617
> CWE-667
> CWE-769
> CWE-787
> CWE-825

> CWE-1287

Getroffen producten

Google
Android
Samsung

Samsung Mobile
Devices

Advisory NCSC-2025-0379

Improper Neutralization of Special Elements used in an OS Command ('OS
Command Injection’)

Heap-based Buffer Overflow

Out-of-bounds Read

Incorrect Calculation of Buffer Size

Integer Overflow or Wraparound

Uncaught Exception

Improper Handling of Insufficient Permissions or Privileges
Improper Authentication

Improper Resource Shutdown or Release

Use After Free

NULL Pointer Dereference

Reachable Assertion

Improper Locking

DEPRECATED: Uncontrolled File Descriptor Consumption
Out-of-bounds Write

Expired Pointer Dereference

Improper Validation of Specified Type of Input


https://cwe.mitre.org/data/definitions/78.html
https://cwe.mitre.org/data/definitions/78.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/131.html
https://cwe.mitre.org/data/definitions/131.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/248.html
https://cwe.mitre.org/data/definitions/248.html
https://cwe.mitre.org/data/definitions/280.html
https://cwe.mitre.org/data/definitions/280.html
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/617.html
https://cwe.mitre.org/data/definitions/617.html
https://cwe.mitre.org/data/definitions/667.html
https://cwe.mitre.org/data/definitions/667.html
https://cwe.mitre.org/data/definitions/769.html
https://cwe.mitre.org/data/definitions/769.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/825.html
https://cwe.mitre.org/data/definitions/825.html
https://cwe.mitre.org/data/definitions/1287.html
https://cwe.mitre.org/data/definitions/1287.html

TLP:WHITE Advisory NCSC-2025-0379

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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