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Feiten

Adobe heeft kwetsbaarheden verholpen in Adobe Experience Manager.

Duiding

De meeste van de verholpen kwetsbaarheden betreffen Cross-Site Scripting (XSS), die kunnen leiden tot uitvoer
van willekeurige code of het verhogen van gebruikersrechten. Hiervoor is wel gebruikersinteractie vereist. De

kwetsbaarheid met kenmerk CVE-2025-64540 betreft een kwetsbaarheid in een third-party component die kan
worden misbruikt voor het verkrijgen van gevoelige gegevens.

Oplossingen

Adobe heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://helpx.adobe.com/security/products/experience-manager/apsb25-115.html

Kwetsbaarheden

CVE CVSS Score

Y CVE-2025-64537 9.3 CRITICAL
> CVE-2025-64539 9.3 CRITICAL
9 CVE-2025-64540 m

> CVE-2025-64541 5.4 MEDIUM
> CVE-2025-64542 5.4 MEDIUM
> CVE-2025-64543 5.4 MEDIUM
> CVE-2025-64544 5.4 MEDIUM
> CVE-2025-64545 5.4 MEDIUM

> CVE-2025-64546 5.4 MEDIUM
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> CVE-2025-64547

Y CVE-2025-64548

9 CVE-2025-64549

Y CVE-2025-64550

Y CVE-2025-64551

Y CVE-2025-64552

> CVE-2025-64553

9 CVE-2025-64554

Y CVE-2025-64555

Y CVE-2025-64556

Y CVE-2025-64557

> CVE-2025-64558

9 CVE-2025-64559

Y CVE-2025-64560

Y CVE-2025-64562

> CVE-2025-64563

> CVE-2025-64564

Y CVE-2025-64565

9 CVE-2025-64569

> CVE-2025-64572

Y CVE-2025-64574

Y CVE-2025-64575

> CVE-2025-64576
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64559
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64559
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64565
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> CVE-2025-64577

9 CVE-2025-64578

> CVE-2025-64579

> CVE-2025-64580

> CVE-2025-64581

Y CVE-2025-64582

> CVE-2025-64583

9 CVE-2025-64585

> CVE-2025-64586

Y CVE-2025-64590

Y CVE-2025-64591

> CVE-2025-64592

9 CVE-2025-64593

9 CVE-2025-64594

> CVE-2025-64596

Y CVE-2025-64597

> CVE-2025-64598

9 CVE-2025-64599

9 CVE-2025-64600

Y CVE-2025-64601

> CVE-2025-64602

Y CVE-2025-64603

> CVE-2025-64604

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

5.4 MEDIUM

Advisory NCSC-2025-0389
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64577
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64578
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64578
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64579
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64579
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64580
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64580
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64599
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64600
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64600
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64601
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64601
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64602
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64602
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64603
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64603
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64604
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64604

TLP:WHITE

> CVE-2025-64605

> CVE-2025-64606

Y CVE-2025-64607

> CVE-2025-64609

> CVE-2025-64610

> CVE-2025-64611

> CVE-2025-64612

> CVE-2025-64614

Y CVE-2025-64615

> CVE-2025-64616

> CVE-2025-64619

> CVE-2025-64620

> CVE-2025-64622

Y CVE-2025-64623

Y CVE-2025-64626

> CVE-2025-64627

> CVE-2025-64789

> CVE-2025-64790

9 CVE-2025-64791

> CVE-2025-64792

Y CVE-2025-64793

> CVE-2025-64794

> CVE-2025-64796
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64605
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64605
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64606
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64606
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64607
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64607
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64609
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64609
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64610
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64610
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64611
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64611
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64612
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64612
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64614
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64614
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64615
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64615
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64616
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64616
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64619
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64619
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64620
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64620
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64622
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64622
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64623
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64623
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64626
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64626
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64627
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64627
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64789
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64789
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64790
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64790
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64791
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64791
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64792
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64792
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64793
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64793
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64794
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64794
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64796
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64796
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> CVE-2025-64797

> CVE-2025-64799

> CVE-2025-64800

Y CVE-2025-64801

> CVE-2025-64802

> CVE-2025-64803

> CVE-2025-64804

9 CVE-2025-64808

> CVE-2025-64814

> CVE-2025-64817

> CVE-2025-64820

> CVE-2025-64821

9 CVE-2025-64822

Y CVE-2025-64823

> CVE-2025-64825

Y CVE-2025-64826

> CVE-2025-64827

> CVE-2025-64829

Y CVE-2025-64833

> CVE-2025-64839

> CVE-2025-64840

> CVE-2025-64841

> CVE-2025-64845
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64797
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64797
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64799
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64799
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64800
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64800
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64801
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64801
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64802
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64802
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64803
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64803
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64804
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64804
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64808
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64808
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64814
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64814
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64817
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64817
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64820
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64820
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64821
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64821
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64822
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64822
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64823
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64823
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64825
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64827
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64829
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64829
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64833
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64833
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64839
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64839
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> CVE-2025-64847
> CVE-2025-64850
> CVE-2025-64852
> CVE-2025-64853
> CVE-2025-64857
> CVE-2025-64858
> CVE-2025-64860
> CVE-2025-64861
> CVE-2025-64863
> CVE-2025-64869
> CVE-2025-64872
> CVE-2025-64873
> CVE-2025-64875
> CVE-2025-64881
> CVE-2025-64887

> CVE-2025-64888

CWE's

CWE

> CWE-79

> CWE-1395

Advisory NCSC-2025-0389

Beschrijving

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’)

Dependency on Vulnerable Third-Party Component


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64847
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64853
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64861
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64863
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64863
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64869
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64869
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64872
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64872
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64873
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64873
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64875
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64875
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64881
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64881
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64887
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64887
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64888
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-64888
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https://cwe.mitre.org/data/definitions/1395.html
https://cwe.mitre.org/data/definitions/1395.html
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Getroffen producten

Adobe

Adobe Experience
Manager

Adobe Experience
Manager (AEM)

Adobe Experience Manager (AEM)
Cloud Service

Adobe Experience Manager (AEM)
Forms on JEE

Adobe Experience Manager
(AEM) Screens

Adobe Experience
Manager (MS)

Experience
Manager

Experience Manager
(AEM)

Experience Manager (AEM)
Cloud Service

Experience Manager
(AEM) Forms

Experience Manager Cloud
Service

Experience Manager
Forms

Experience Manager Forms
add-on

adobe_experience_manager

adobe_experience_manager__aem_
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adobe_experience_manager__aem__forms_on_jee
experience_manager

experience_manager__6.5.20.0
experience_manager__6.5.21
experience_manager__aem_cloud_service_release_2024.5
experience_manager_cloud_service_release__2024.03
experience_manager_forms

experience_manager_screens

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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