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Feiten

SAP heeft kwetsbaarheden verholpen in SAP S/4HANA (Private Cloud en On-Premise), SAP Wily Introscope
Enterprise Manager, SAP Landscape Transformation, SAP HANA, SAP Application Server voor ABAP, SAP
NetWeaver, SAP ECC, SAP Fiori App voor Intercompany Balance Reconciliation, SAP NetWeaver Application
Server ABAP, SAP Business Connector, SAP Supplier Relationship Management, SAP Identity Management, en
SAP User Management Engine.

Duiding

De kwetsbaarheden variéren van SQL-injectie en OS-commando-injectie tot privilege-escalatie en Cross-Site
Scripting (XSS). Aanvallers kunnen deze kwetsbaarheden misbruiken om ongeautoriseerde toegang te
verkrijgen, gegevensintegriteit in gevaar te brengen, of zelfs volledige systeemcompromittering te veroorzaken.
De impact op de vertrouwelijkheid, integriteit en beschikbaarheid van de systemen is aanzienlijk, vooral voor
producten zoals SAP S/4HANA en SAP HANA, waar aanvallers met admin-rechten schadelijke ABAP-code kunnen
injecteren. Andere kwetsbaarheden, zoals onvoldoende autorisatiecontroles in SAP Fiori Apps, kunnen leiden tot
privilege-escalatie en ongeautoriseerde toegang tot gevoelige informatie.

Oplossingen

SAP heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://support.sap.com/en/my-support/knowledge-base/security-notes-news/january-2026.html

Kwetsbaarheden
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> CVE-2026-0507
> CVE-2026-0511
> CVE-2026-0506
> CVE-2026-0503
> CVE-2026-0499
> CVE-2026-0514
> CVE-2026-0513
> CVE-2026-0494
> CVE-2026-0493
> CVE-2026-0497
> CVE-2026-0504

> CVE-2026-0510

CWE's

CWE

> CWE-78

> CWE-79

> CWE-89

> CWE-94
> CWE-306
> CWE-326

> CWE-352
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5.1 MEDIUM

Beschrijving

Improper Neutralization of Special Elements used in an OS Command ('0OS
Command Injection’)

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’)

Improper Neutralization of Special Elements used in an SQL Command
('SQL Injection’)

Improper Control of Generation of Code ('Code Injection’)
Missing Authentication for Critical Function
Inadequate Encryption Strength

Cross-Site Request Forgery (CSRF)
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> CWE-497 Exposure of Sensitive System Information to an Unauthorized Control
Sphere
> CWE-601 URL Redirection to Untrusted Site ('Open Redirect')
> CWE-862 Missing Authorization
> CWE-943 Improper Neutralization of Special Elements in Data Query Logic
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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