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Ontvangers van TLP:WHITE mogen de informatie
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Feiten

Apple heeft kwetsbaarheden verholpen in macOS, inclusief versies Sequoia 15.7.4, Tahoe 26.3 en Sonoma

14.8.4.

Duiding

De kwetsbaarheden omvatten onder andere problemen met geheugencorruptie, ongeautoriseerde toegang tot

gevoelige gebruikersdata, en logboekproblemen die konden leiden tot ongeautoriseerde toegang tot locatie-

informatie. De updates bevatten verbeterde validatieprocessen en state management om deze risico's te

mitigeren.

Oplossingen

Apple heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer

informatie.

Referenties

https://support.apple.com/en-us/126348 

https://support.apple.com/en-us/126349 

https://support.apple.com/en-us/126350 

Kwetsbaarheden

CVE CVSS Score

 CVE-2025-14174 6.1 MEDIUM

 CVE-2025-43338 7.1 HIGH

 CVE-2025-43402 8.5 HIGH

 CVE-2025-43403 4.8 MEDIUM

 CVE-2025-43417 4.8 MEDIUM

 CVE-2025-43529 5.3 MEDIUM

 CVE-2025-43533 5.3 MEDIUM
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 CVE-2025-46283 4.8 MEDIUM

 CVE-2025-46290 7.1 HIGH

 CVE-2025-46300 5.5 MEDIUM

 CVE-2025-46301 5.5 MEDIUM

 CVE-2025-46302 5.5 MEDIUM

 CVE-2025-46303 5.5 MEDIUM

 CVE-2025-46304 5.5 MEDIUM

 CVE-2025-46305 5.5 MEDIUM

 CVE-2025-46310 6.0 MEDIUM

 CVE-2025-59375 6.9 MEDIUM

 CVE-2026-20601 4.8 MEDIUM

 CVE-2026-20602 

 CVE-2026-20603 

 CVE-2026-20605 4.6 MEDIUM

 CVE-2026-20606 7.1 HIGH

 CVE-2026-20608 

 CVE-2026-20609 

 CVE-2026-20610 8.5 HIGH

 CVE-2026-20611 7.1 HIGH

 CVE-2026-20612 5.5 MEDIUM

 CVE-2026-20614 

 CVE-2026-20615 

 CVE-2026-20616 
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 CVE-2026-20617 

 CVE-2026-20618 4.8 MEDIUM

 CVE-2026-20619 4.8 MEDIUM

 CVE-2026-20620 

 CVE-2026-20621 

 CVE-2026-20623 4.8 MEDIUM

 CVE-2026-20624 

 CVE-2026-20625 4.8 MEDIUM

 CVE-2026-20626 7.8 HIGH

 CVE-2026-20627 5.5 MEDIUM

 CVE-2026-20628 4.8 MEDIUM

 CVE-2026-20629 4.8 MEDIUM

 CVE-2026-20630 4.8 MEDIUM

 CVE-2026-20634 5.5 MEDIUM

 CVE-2026-20635 4.3 MEDIUM

 CVE-2026-20636 

 CVE-2026-20641 4.8 MEDIUM

 CVE-2026-20644 6.5 MEDIUM

 CVE-2026-20646 4.8 MEDIUM

 CVE-2026-20647 4.8 MEDIUM

 CVE-2026-20648 4.8 MEDIUM

 CVE-2026-20649 

 CVE-2026-20650 7.5 HIGH
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CWE's

 CVE-2026-20652 7.5 HIGH

 CVE-2026-20653 4.8 MEDIUM

 CVE-2026-20654 6.8 MEDIUM

 CVE-2026-20656 4.8 MEDIUM

 CVE-2026-20658 8.5 HIGH

 CVE-2026-20660 7.5 HIGH

 CVE-2026-20662 2.4 LOW

 CVE-2026-20666 4.8 MEDIUM

 CVE-2026-20667 4.8 MEDIUM

 CVE-2026-20669 4.8 MEDIUM

 CVE-2026-20671 3.1 LOW

 CVE-2026-20673 5.3 MEDIUM

 CVE-2026-20675 5.5 MEDIUM

 CVE-2026-20676 5.3 MEDIUM

 CVE-2026-20677 9.0 CRITICAL

 CVE-2026-20680 4.8 MEDIUM

 CVE-2026-20681 4.8 MEDIUM

 CVE-2026-20700 7.8 HIGH

CWE Beschrijving

 CWE-20 Improper Input Validation

 CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site

Scripting')
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Getroffen producten

 CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

 CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

 CWE-284 Improper Access Control

 CWE-416 Use After Free

 CWE-770 Allocation of Resources Without Limits or Throttling

 CWE-787 Out-of-bounds Write

 CWE-823 Use of Out-of-range Pointer Offset

 CWE-825 Expired Pointer Dereference

Apple

macOS

Sequoia 

macOS

Sonoma 

macOS

Tahoe 
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its

information and security advisories. The use of this security advisory is subject to the following terms and

conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,

and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and

therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.

The information contained in this security advisory is intended solely for the purpose of providing general

information to professional users. No rights can be derived from the information provided therein. NCSC-NL and

the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either

the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of

incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All

disputes related to or arising from the use of this advisory will be submitted to the competent court in The

Hague. This choice of means also applies to the court in summary proceedings.
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