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Feiten

Apple heeft meerdere kwetsbaarheden verholpen in iOS en iPadOS.

Duiding

De kwetsbaarheden omvatten verschillende problemen zoals onjuist padbeheer, geheugenbeheer, en
onvoldoende validatie van invoer, die konden leiden tot ongeautoriseerde toegang tot gevoelige gegevens,
onverwachte applicatie-terminaties, en andere beveiligingsrisico's. Aanvallers kunnen deze kwetsbaarheden
misbruiken door bijvoorbeeld kwaadaardige webinhoud te verwerken of door gebruik te maken van
onvoldoende beveiligde applicaties. De kwetsbaarheden zijn opgelost door verbeterde validatie- en
beveiligingsmechanismen in de betrokken besturingssystemen.

Oplossingen

Apple heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://support.apple.com/en-us/126792
> https://support.apple.com/en-us/126793

Kwetsbaarheden
CVE CVSS Score
> CVE-2025-14524 5.3 MEDIUM

> CVE-2025-43376 7.5 HIGH

> CVE-2025-43534
> CVE-2025-64505 5.3 MEDIUM
> CVE-2026-20657
> CVE-2026-20665

> CVE-2026-20668
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> CVE-2026-20687

Y CVE-2026-20688

9 CVE-2026-20690

> CVE-2026-20691

Y CVE-2026-20692

> CVE-2026-20698

> CVE-2026-28822

> CVE-2026-28833

> CVE-2026-28852

> CVE-2026-28856

> CVE-2026-28857

> CVE-2026-28858

Y CVE-2026-28859

Y CVE-2026-28861

> CVE-2026-28863

> CVE-2026-28864

> CVE-2026-28865

Y CVE-2026-28866

Y CVE-2026-28867

> CVE-2026-28868

> CVE-2026-28870

> CVE-2026-28871

> CVE-2026-28874
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> CVE-2026-28875
> CVE-2026-28876
> CVE-2026-28877
> CVE-2026-28878
> CVE-2026-28879
> CVE-2026-28880
> CVE-2026-28882
> CVE-2026-28886
> CVE-2026-28894

> CVE-2026-28895

CWE's

CWE

> CWE-79

> CWE-119
> CWE-122
> CWE-125
> CWE-200
> CWE-275
> CWE-287
> CWE-371
> CWE-404
> CWE-416

> CWE-476
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5.3 MEDIUM

4.8 MEDIUM

4.8 MEDIUM

4.8 MEDIUM

5.3 MEDIUM

4.8 MEDIUM

4.8 MEDIUM

8.7 HIGH

Beschrijving

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’)

Improper Restriction of Operations within the Bounds of a Memory Buffer
Heap-based Buffer Overflow

Out-of-bounds Read

Exposure of Sensitive Information to an Unauthorized Actor

Permission Issues

Improper Authentication

State Issues

Improper Resource Shutdown or Release

Use After Free

NULL Pointer Dereference
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> CWE-522 Insufficiently Protected Credentials
> CWE-532 Insertion of Sensitive Information into Log File
> CWE-601 URL Redirection to Untrusted Site ('Open Redirect')

Getroffen producten

Apple
i0s

iPadOS

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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