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Feiten

GitLab Inc. heeft meerdere kwetsbaarheden verholpen in GitLab Community Edition (CE) en Enterprise Edition
(EE) in diverse versies, met name in releases van versie 8.3 tot en met 18.11.3.

Duiding

De kwetsbaarheden betreffen verschillende componenten en functionaliteiten binnen GitLab, waaronder de
Jira-integratie, container registry, virtual registry upstreams, merge request approval policies, debugging symbol
downloads, analytics dashboards, package management, issue tracking, project- en
groepslidmaatschapsbeheer, en APl inputvalidatie.

Aanvallers kunnen onder meer:

« Authenticeerde gebruikers kunnen Jira-issues buiten hun projecttoegang bekijken door onvoldoende
toegangscontrole.

- Ongeauthenticeerde gebruikers kunnen zonder CSRF-bescherming ongeautoriseerde Jira-subscripties
aanmaken.

- Ongeauthenticeerde gebruikers kunnen door onvoldoende inputvalidatie een denial-of-service
veroorzaken via speciaal opgemaakte verzoeken of uploads.

» Authenticeerde gebruikers met ontwikkelaarsrechten kunnen beschermde container registry tags
verwijderen en package protection regels omzeilen.

« Authenticeerde gebruikers kunnen merge request goedkeuringsvereisten omzeilen door het verwijderen
van approval rules.

- Ongeautoriseerde toegang tot interne hosts is mogelijk via virtual registry upstreams door onvoldoende
validatie.

« Cross-site scripting (XSS) aanvallen zijn mogelijk door onvoldoende inputsanitatie in analytics
dashboards, e-mail notificaties en andere gebruikersinvoervelden.

» OAuth tokens met read_api scope kunnen misbruikt worden om issues in private projecten aan te maken
en te becommentariéren.

« Authenticeerde gebruikers met Guest-permissies kunnen toegang krijgen tot projectissues die beperkt
zouden moeten zijn.

- Ongeautoriseerde gebruikers kunnen private groepslidmaatschappen enumereren.

Deze kwetsbaarheden zijn aanwezig in meerdere opeenvolgende versies van GitLab CE en EE, wat wijst op
terugkerende problemen in toegangscontrole, inputvalidatie en autorisatie binnen het platform.
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Oplossingen
GitLab Inc. heeft updates en patches uitgebracht voor de genoemde versies om de diverse kwetsbaarheden te

verhelpen. Gebruikers wordt geadviseerd de meest recente updates te installeren om de beveiliging van hun
GitLab-omgevingen te waarborgen. Zie bijgevoegde referenties voor meer informatie.

Referenties

> https://docs.gitlab.com/releases/patches/patch-release-gitlab-18-11-3-released/

Kwetsbaarheden

CVE CVSS Score

> CVE-2026-3160 6.9 MEDIUM
> CVE-2026-4527 5.3 MEDIUM
> CVE-2026-1659 6.9 MEDIUM
> CVE-2026-1338 5.3 MEDIUM
> CVE-2026-7471 -

> CVE-2026-6883 -

> CVE-2026-3074 5.3 MEDIUM
> CVE-2026-7377 5.1 MEDIUM
> CVE-2026-8280 5.3 MEDIUM
> CVE-2026-4524 6.9 MEDIUM
> CVE-2026-8144 5.3 MEDIUM
> CVE-2026-1184 5.3 MEDIUM
> CVE-2026-1322 -

> CVE-2026-7481 5.1 MEDIUM
> CVE-2026-6335 5.1 MEDIUM


https://docs.gitlab.com/releases/patches/patch-release-gitlab-18-11-3-released/
https://docs.gitlab.com/releases/patches/patch-release-gitlab-18-11-3-released/
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-3160
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-3160
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-4527
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-4527
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-1659
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-1659
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-1338
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-1338
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-7471
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-7471
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6883
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6883
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-3074
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-3074
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-7377
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-7377
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-8280
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-8280
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-4524
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-4524
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-8144
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-8144
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-1184
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-1184
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-1322
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-1322
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-7481
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-7481
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6335
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6335
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> CVE-2026-3073 5.3 MEDIUM
> CVE-2025-12669 5.1 MEDIUM
> CVE-2026-6073 5.1 MEDIUM
> CVE-2026-2900 5.1 MEDIUM
> CVE-2026-6063 5.3 MEDIUM
> CVE-2025-13874 5.3 MEDIUM
> CVE-2026-3607 5.3 MEDIUM
> CVE-2025-14870 6.9 MEDIUM
> CVE-2025-14869 6.9 MEDIUM

Y CVE-2026-5297

Advisory NCSC-2026-0161

CWE's
CWE Beschrijving
> CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’)
> CWE-94 Improper Control of Generation of Code (‘Code Injection’)
> CWE-288 Authentication Bypass Using an Alternate Path or Channel
> CWE-352 Cross-Site Request Forgery (CSRF)
> CWE-441 Unintended Proxy or Intermediary (‘Confused Deputy')
> CWE-502 Deserialization of Untrusted Data
> CWE-639 Authorization Bypass Through User-Controlled Key
> CWE-770 Allocation of Resources Without Limits or Throttling
> CWE-840 Business Logic Errors
> CWE-862 Missing Authorization
> CWE-918 Server-Side Request Forgery (SSRF)


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-3073
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-3073
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-12669
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-12669
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6073
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6073
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-2900
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-2900
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6063
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6063
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-13874
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-13874
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-3607
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-3607
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-14870
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-14870
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-14869
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2025/cve-2025-14869
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-5297
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-5297
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/288.html
https://cwe.mitre.org/data/definitions/288.html
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/441.html
https://cwe.mitre.org/data/definitions/441.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/639.html
https://cwe.mitre.org/data/definitions/639.html
https://cwe.mitre.org/data/definitions/770.html
https://cwe.mitre.org/data/definitions/770.html
https://cwe.mitre.org/data/definitions/840.html
https://cwe.mitre.org/data/definitions/840.html
https://cwe.mitre.org/data/definitions/862.html
https://cwe.mitre.org/data/definitions/862.html
https://cwe.mitre.org/data/definitions/918.html
https://cwe.mitre.org/data/definitions/918.html
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> CWE-1280 Access Control Check Implemented After Asset is Accessed

> CWE-1284 Improper Validation of Specified Quantity in Input

Getroffen producten

GitLab

Community Edition,
Enterprise Edition

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent court in The
Hague. This choice of means also applies to the court in summary proceedings.


https://cwe.mitre.org/data/definitions/1280.html
https://cwe.mitre.org/data/definitions/1280.html
https://cwe.mitre.org/data/definitions/1284.html
https://cwe.mitre.org/data/definitions/1284.html

	NCSC-2026-0161
	Kwetsbaarheden verholpen in GitLab door GitLab Inc.
	Feiten
	Duiding
	Oplossingen
	Referenties
	Kwetsbaarheden
	CWE's
	Getroffen producten
	GitLab

	Disclaimer


