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Feiten

n8n heeft meerdere kwetsbaarheden verholpen in het n8n workflow automation platform, specifiek in versies
voor 1.123.55, 2.24.0, 2.25.7, 2.26.1 en 2.26.2.

Duiding

De kwetsbaarheden bereffen verschillende onderdelen van het n8n platform. Geuthenticeerde gebruikers met
workflow bewerkingsrechten kunnen onder andere Content-Security-Policy (CSP) omzeilen via de Respond to
Webhook node, en JavaScript injecteren via de Chat Trigger node. Verder kunnen zij API-tokens exfiltreren via de
SecurityScorecard node en credentials van andere gebruikers benaderen, overschrijven of intrekken via de
Dynamic Credentials feature. Ook kunnen gebruikers met editor toegang tot gedeelde workflows credentials van
anderen inzien door onvoldoende eigendomcontroles.

Ongeauthenticeerde aanvallers kunnen via de MicrosoftAgent365Trigger en StripeTrigger nodes valse payloads
indienen, wat leidt tot uitvoering van workflows met kwaadaardige data.

Oplossingen

n8n heeft updates uitgebracht in versies 1.123.55, 2.24.0, 2.25.7, 2.26.1 en 2.26.2 om de genoemde
kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer informatie.

Referenties

> https://github.com/n8n-io/n8n/security/advisories/GHSA-2j5h-858j-5mpf
> https://github.com/n8n-io/n8n/security/advisories/GHSA-2vff-hj5x-8gq7

> https://github.com/n8n-io/n8n/security/advisories/GHSA-42h7-m79w-wvg5
> https://github.com/n8n-io/n8n/security/advisories/GHSA-664h-gpgq-h6xx
> https://github.com/n8n-io/n8n/security/advisories/GHSA-9¢38-2mcm-q7f7
> https://github.com/n8n-io/n8n/security/advisories/GHSA-c37g-w77g-mdvp
> https://github.com/n8n-io/n8n/security/advisories/GHSA-h3jj-5f3v-3685

> https://github.com/n8n-io/n8n/security/advisories/GHSA-h86q-fx34-gfjr

> https://github.com/n8n-io/n8n/security/advisories/GHSA-hv7x-3x78-gx53
> https://github.com/n8n-io/n8n/security/advisories/GHSA-jpq7-226W-6Cxx
> https://github.com/n8n-io/n8n/security/advisories/GHSA-jqpw-qww5-cjdc
> https://github.com/n8n-io/n8n/security/advisories/GHSA-jvc7-762p-3743

> https://github.com/n8n-io/n8n/security/advisories/GHSA-jwm3-qcfw-c5pp
> https://github.com/n8n-io/n8n/security/advisories/GHSA-pmqw-72cg-wx85
> https://github.com/n8n-io/n8n/security/advisories/GHSA-qrx8-25qr-5r7v

> https://github.com/n8n-io/n8n/security/advisories/GHSA-rm2v-h48j-895m
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> https://github.com/n8n-io/n8n/security/advisories/GHSA-v733-mwr6-fgem
> https://github.com/n8n-io/n8n/security/advisories/GHSA-x6p3-m6h9-fx7r

Kwetsbaarheden

CVE

> CVE-2026-54301
> CVE-2026-54302
> CVE-2026-54304
> CVE-2026-54305
> CVE-2026-54306
> CVE-2026-54307
> CVE-2026-54308
> CVE-2026-54309
> CVE-2026-54310
> CVE-2026-54311
> CVE-2026-54312
> CVE-2026-54313
> CVE-2026-54314

> CVE-2026-54303

CWE's

CWE

> CWE-79

Beschrijving

CVSS Score

7.0 HIGH

7.0 HIGH

7.1 HIGH

6.3 MEDIUM

6.3 MEDIUM

8.8 HIGH

6.5 MEDIUM

6.0 MEDIUM

7.2 HIGH

6.5 MEDIUM

6.3 MEDIUM

6.8 MEDIUM

Advisory NCSC-2026-0212

Improper Neutralization of Input During Web Page Generation ('Cross-site

Scripting’)
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> CWE-89 Improper Neutralization of Special Elements used in an SQL Command
('SQL Injection’)

> CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

> CWE-284 Improper Access Control

> CWE-290 Authentication Bypass by Spoofing

> CWE-306 Missing Authentication for Critical Function

> CWE-409 Improper Handling of Highly Compressed Data (Data Amplification)
> CWE-488 Exposure of Data Element to Wrong Session

> CWE-863 Incorrect Authorization

> CWE-1321 Improperly Controlled Modification of Object Prototype Attributes

('Prototype Pollution")

Getroffen producten

n8n

n8n

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.


https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/290.html
https://cwe.mitre.org/data/definitions/290.html
https://cwe.mitre.org/data/definitions/306.html
https://cwe.mitre.org/data/definitions/306.html
https://cwe.mitre.org/data/definitions/409.html
https://cwe.mitre.org/data/definitions/409.html
https://cwe.mitre.org/data/definitions/488.html
https://cwe.mitre.org/data/definitions/488.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/1321.html
https://cwe.mitre.org/data/definitions/1321.html

	NCSC-2026-0212
	Kwetsbaarheden verholpen in n8n workflow automation platform
	Feiten
	Duiding
	Oplossingen
	Referenties
	Kwetsbaarheden
	CWE's
	Getroffen producten
	n8n

	Disclaimer


