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Feiten

SAP heeft kwetsbaarheden verholpen in SAP NetWeaver Application Server ABAP, SAP Approuter, SAP Commerce
Cloud, SAP NetWeaver Application Server Java, SAProuter, SAP Change and Transport System Attach Tool, SAP
NetWeaver Enterprise Portal, SAP S/AHANA modules, SAP Fiori Launchpad, SAP CRM WebClient Ul, SAP HANA
Database user self service tools, en SAP Commerce Cloud.

Duiding
De kwetsbaarheden betreffen diverse beveiligingsproblemen zoals:

- geheugenbeschadiging in SAP NetWeaver Application Server ABAP

« HTTP Request Smuggling in SAP Approuter

- onveilige OAuth2-sample credentials in SAP Commerce Cloud

- directory traversal in SAP NetWeaver Application Server Java

 DLL hijacking in SAProuter op Windows.

- Verder zijn er Cross-Site Scripting (XSS) kwetsbaarheden in SAP NetWeaver Application Server Java en
Enterprise Portal en ontbrekende autorisatiecontroles in SAP S/4HANA modules.

« SAP Change and Transport System Attach Tool is kwetsbaar voor remote code execution door onveilige
deserialisatie.

« SAP HANA user self service tools maken informatieoverdracht mogelijk zonder authenticatie.

De kwetsbaarheden kunnen leiden tot ongeautoriseerde toegang, manipulatie van data, informatielekken, en
verstoring van de beschikbaarheid. Sommige kwetsbaarheden vereisen authenticatie, andere kunnen door
onbevoegden worden misbruikt. Diverse kwetsbaarheden zijn specifiek voor componenten die binnen SAP-
omgevingen worden gebruikt, zoals Apache Camel binnen de SAP Integration Suite en Apache Tomcat binnen
SAP Commerce Cloud.

Oplossingen
SAP heeft updates uitgebracht om de genoemde kwetsbaarheden te verhelpen. Gebruikers van de getroffen

SAP-producten wordt geadviseerd deze updates te installeren om de beveiligingsproblemen te mitigeren. Zie
bijgevoegde referenties voor meer informatie.

Kwetsbaarheden

CVE CVSS Score

> CVE-2026-44747 8.7 HIGH


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-44747
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-44747
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Beschrijving

Exposure of Sensitive Information to an Unauthorized Actor


https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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