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Feiten

Oracle heeft meerdere kwetsbaarheden verholpen in Oracle Business Intelligence Enterprise Edition en Oracle Bl
Publisher.

Duiding

De kwetsbaarheden bevinden zich in verschillende versies van Oracle Business Intelligence Enterprise Edition
(versies 8.2.0.0.0, 12.2.1.4.0, en 26.01.0.0.0) en Oracle Bl Publisher (versies 8.2.0.0.0, 12.2.1.4.0, en
26.01.0.0.0). Aanvallers met lage privileges en netwerktoegang via HTTP of SOAP kunnen hierdoor
ongeautoriseerde toegang verkrijgen tot gevoelige data, authenticatiecontroles omzeilen, privileges escaleren,
kritieke data wijzigen of verwijderen, en in sommige gevallen volledige controle over het systeem verkrijgen.
Sommige kwetsbaarheden kunnen ook leiden tot gedeeltelijke denial-of-service condities. De kwetsbaarheden
zijn aanwezig in componenten zoals de Bl Search en de Web Service API van Bl Publisher. De CVSS 3.1 basis
scores variéren van 7.0 tot 9.9, wat duidt op een impact op vertrouwelijkheid, integriteit en beschikbaarheid van
de systemen. Sommige aanvallen vereisen gebruikersinteractie of hogere privileges, terwijl andere ook door
ongeauthenticeerde aanvallers kunnen worden misbruikt.

Oplossingen

Oracle heeft updates uitgebracht om de kwetsbaarheden in Oracle Business Intelligence Enterprise Edition en Bl
Publisher te verhelpen. Zie bijgevoegde referenties voor meer informatie.

Referenties

> https://www.oracle.com/security-alerts/cspuaug2026.html

Kwetsbaarheden

CVE CVSS Score

> CVE-2026-61302 m
> CVE-2026-61305 m
> CVE-2026-71055
> CVE-2026-71056
> CVE-2026-71057 m


https://www.oracle.com/security-alerts/cspuaug2026.html
https://www.oracle.com/security-alerts/cspuaug2026.html
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-61302
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-61302
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-61305
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-61305
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71055
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71055
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71056
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71056
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71057
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71057
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> CVE-2026-71058
> CVE-2026-71059
> CVE-2026-71061
> CVE-2026-71094
> CVE-2026-71095
> CVE-2026-71096
> CVE-2026-71097
> CVE-2026-71098
> CVE-2026-71099
> CVE-2026-71107

> CVE-2026-71122

CWE's

CWE

> CWE-200

Getroffen producten

Oracle

Oracle Bl
Publisher

Oracle Business Intelligence

Enterprise Edition

Advisory NCSC-2026-0313

8.8 HIGH

9.9 CRITICAL

7.5 HIGH

7.3 HIGH

7.8 HIGH

7.0 HIGH

7.2 HIGH

7.5 HIGH

Beschrijving

Exposure of Sensitive Information to an Unauthorized Actor


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71058
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71058
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71059
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71059
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71061
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71061
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71094
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71094
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71095
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71095
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71096
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71096
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71097
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71097
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71098
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71098
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71099
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71099
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71107
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71107
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71122
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71122
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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