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Feiten

Microsoft heeft 62 kwetsbaarheden verholpen in diverse componenten van SQL Server.

Duiding

Een kwaadwillende kan de kwetsbaarheden misbruiken om aanvallen uit te voeren die kunnen leiden tot de
categorieén schade zoals benoemd in onderstaande tabel.

SQL Server:

e e PR TR PES |

| CVE-ID CVSS | Impact |

e F R EERTEEEEE |
CVE-2026-47297 8,10 Uitvoeren van willekeurige code
CVE-2026-66814 | 8,80 | Verkrijgen van verhoogde rechten
CVE-2026-66816 | 6,50 | Omzeilen van beveiligingsmaatregel
CVE-2026-66818 8,80 | Verkrijgen van verhoogde rechten
CVE-2026-66819 | 8,80 | Verkrijgen van verhoogde rechten
CVE-2026-66820 | 8,80 | Verkrijgen van verhoogde rechten
CVE-2026-67368 8,80 | Verkrijgen van verhoogde rechten
CVE-2026-67369 | 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67370 8,80 | Verkrijgen van verhoogde rechten
CVE-2026-67373 | 8,80 | Uitvoeren van willekeurige code
CVE-2026-67376 | 7,50 | Denial-of-Service
CVE-2026-67378 8,50 Uitvoeren van willekeurige code
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CVE-2026-67379 | 8,50 | Uitvoeren van willekeurige code
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| CVE-2026-67381 Verkrijgen van verhoogde rechten |
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CVE-2026-67380 | 8,80 | Uitvoeren van willekeurige code
8,80

CVE-2026-67383 | 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67384 8,80 Uitvoeren van willekeurige code
CVE-2026-67385 | 8,80 | Uitvoeren van willekeurige code
CVE-2026-67386 | 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67388 8,80 Uitvoeren van willekeurige code
CVE-2026-67389 | 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67390 | 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67393 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67624 | 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67629 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67630 | 6,50 | Toegang tot gevoelige gegevens
CVE-2026-67631 | 8,80 | Uitvoeren van willekeurige code
CVE-2026-67633 6,50 Denial-of-Service
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| CVE-2026-67636 | 8,50 | Uitvoeren van willekeurige code |
| CVE-2026-67638 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-67639 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-67641 | 6,50 | Denial-of-Service
| CVE-2026-67642 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-67643 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-67645 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-67648 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-68775 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-68776 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-68777 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-68778 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-68779 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-68780 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-68781 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-68784 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-68785 | 4,90 | Uitvoeren van willekeurige code |
| CVE-2026-68786 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-68787 | 7,80 | Uitvoeren van willekeurige code |
| CVE-2026-69562 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-73028 | 8,80 | Verkrijgen van verhoogde rechten |
| CVE-2026-73029 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-77480 | 8,80 | Verkrijgen van verhoogde rechten |
| CVE-2026-77481 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-77482 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-77483 | 8,80 | Verkrijgen van verhoogde rechten |
| CVE-2026-77484 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-77485 | 7,00 | Verkrijgen van verhoogde rechten |
| CVE-2026-77486 | 8,80 | Uitvoeren van willekeurige code |
| CVE-2026-77487 | 8,80 | Verkrijgen van verhoogde rechten |
| CVE-2026-77488 | 5,50 | Toegang tot gevoelige gegevens |
| CVE-2026-78456 | 8,80 | Uitvoeren van willekeurige code |
R RRRREEE RERRES o |
Windows OLE DB:
|nrme e RERERE P EEILPLREPEEILIDREREPRES |
| CVE-ID | CVSS | Impact |
R RRRREEEE REERES o |
| CVE-2026-78441 | 6,50 | Toegang tot gevoelige gegevens |
| CVE-2026-78442 | 8,80 | Uitvoeren van willekeurige code |
| |
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Oplossingen

Microsoft heeft updates beschikbaar gesteld waarmee de beschreven kwetsbaarheden worden verholpen. We
raden u aan om deze updates te installeren. Meer informatie over de kwetsbaarheden, de installatie van de
updates en eventuele work-arounds vindt u op:

https://portal.msrc.microsoft.com/en-us/security-guidance

Referenties

> https://portal.msrc.microsoft.com/en-us/security-guidance

Kwetsbaarheden

CVE CVSS Score
> CVE-2026-47297
> CVE-2026-66814
> CVE-2026-66816
> CVE-2026-66818
> CVE-2026-66819
> CVE-2026-66820
> CVE-2026-67368
> CVE-2026-67369
> CVE-2026-67370
> CVE-2026-67373
> CVE-2026-67376
> CVE-2026-67378
> CVE-2026-67379

Y CVE-2026-67380


https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-47297
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-47297
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66814
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66814
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66816
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66816
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66818
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66818
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66819
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66819
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66820
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66820
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67368
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67368
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67369
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67369
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67370
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67370
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67373
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67373
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67376
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67376
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67378
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67378
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67379
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67379
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67380
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67380

TLP:WHITE

> CVE-2026-67381

> CVE-2026-67383

> CVE-2026-67384

Y CVE-2026-67385

> CVE-2026-67386

> CVE-2026-67388

> CVE-2026-67389

9 CVE-2026-67390

Y CVE-2026-67393

Y CVE-2026-67624

Y CVE-2026-67629

> CVE-2026-67630

Y CVE-2026-67631

Y CVE-2026-67633

> CVE-2026-67636

Y CVE-2026-67638

> CVE-2026-67639

> CVE-2026-67641

> CVE-2026-67642

Y CVE-2026-67643

Y CVE-2026-67645

> CVE-2026-67648

> CVE-2026-68775
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67381
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67381
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67383
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67383
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67384
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67384
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67385
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67385
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67386
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67386
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67388
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67388
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67389
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67389
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67390
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67390
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67393
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67393
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67624
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67624
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67629
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67629
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67630
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67630
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67631
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67631
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67633
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67633
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67636
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67636
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67638
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67638
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67639
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67639
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67641
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67641
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67642
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67642
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67643
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67643
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67645
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67645
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67648
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67648
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68775
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68775

TLP:WHITE

> CVE-2026-68776

> CVE-2026-68777

Y CVE-2026-68778

> CVE-2026-68779

Y CVE-2026-68780

> CVE-2026-68781

> CVE-2026-68784

Y CVE-2026-68785

Y CVE-2026-68786

> CVE-2026-68787

> CVE-2026-69562

> CVE-2026-73028

> CVE-2026-73029

> CVE-2026-77480

Y CVE-2026-77481

> CVE-2026-77482

> CVE-2026-77483

> CVE-2026-77484

Y CVE-2026-77485

> CVE-2026-77486

Y CVE-2026-77487

> CVE-2026-77488

> CVE-2026-78441
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68776
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68776
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68777
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68777
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68778
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68778
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68779
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68779
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68780
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68780
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68781
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68781
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68784
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68784
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68785
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68785
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68786
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68786
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68787
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-68787
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-69562
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-69562
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73028
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73028
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73029
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73029
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77480
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77480
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77481
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77481
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77482
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77482
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77483
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77483
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77484
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77484
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77485
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77485
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77486
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77486
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77487
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77487
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77488
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-77488
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-78441
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-78441
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> CVE-2026-78442

Y CVE-2026-78456

CWE's
CWE Beschrijving
> CWE-59 Improper Link Resolution Before File Access ('Link Following')
> CWE-89 Improper Neutralization of Special Elements used in an SQL Command
('SQL Injection’)
> CWE-121 Stack-based Buffer Overflow
> CWE-122 Heap-based Buffer Overflow
> CWE-125 Out-of-bounds Read
> CWE-126 Buffer Over-read
> CWE-190 Integer Overflow or Wraparound
> CWE-191 Integer Underflow (Wrap or Wraparound)
> CWE-209 Generation of Error Message Containing Sensitive Information
> CWE-416 Use After Free
> CWE-502 Deserialization of Untrusted Data
> CWE-778 Insufficient Logging
> CWE-822 Untrusted Pointer Dereference
> CWE-908 Use of Uninitialized Resource
> CWE-1220 Insufficient Granularity of Access Control
> CWE-1390 Weak Authentication


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-78442
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-78442
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-78456
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-78456
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/191.html
https://cwe.mitre.org/data/definitions/191.html
https://cwe.mitre.org/data/definitions/209.html
https://cwe.mitre.org/data/definitions/209.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/778.html
https://cwe.mitre.org/data/definitions/778.html
https://cwe.mitre.org/data/definitions/822.html
https://cwe.mitre.org/data/definitions/822.html
https://cwe.mitre.org/data/definitions/908.html
https://cwe.mitre.org/data/definitions/908.html
https://cwe.mitre.org/data/definitions/1220.html
https://cwe.mitre.org/data/definitions/1220.html
https://cwe.mitre.org/data/definitions/1390.html
https://cwe.mitre.org/data/definitions/1390.html
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Getroffen producten

Microsoft

Microsoft OLE DB Driver 19 for
SQL Server

Microsoft SQL Server 2017 for x64-
based Systems (CU 31)

Microsoft SQL Server 2017 for x64-
based Systems (GDR)

Microsoft SQL Server 2019 for x64-
based Systems (CU 32)

Microsoft SQL Server 2019 for x64-
based Systems (GDR)

Microsoft SQL Server 2022 for x64-
based Systems (CU 25)

Microsoft SQL Server 2022 for x64-
based Systems (CU 26)

Microsoft SQL Server 2022 for x64-
based Systems (GDR)

Microsoft SQL Server 2025 for x64-
based Systems (CU6)

Microsoft SQL Server 2025 for x64-
based Systems (CU8)

Microsoft SQL Server 2025 for x64-
based Systems (GDR)

Microsoft SQL Server
Integration Services
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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