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Feiten

Oracle heeft 153 kwetsbaarheden verholpen in diverse Oracle Fusion Middleware-producten, waaronder
Helidon, Oracle Access Manager, Oracle Coherence, Oracle Data Integrator, Oracle Forms, Oracle Fusion
Middleware Control, Oracle Identity Manager, Oracle Identity Manager Connector, Oracle Internet Directory,
Oracle JDeveloper, Oracle Managed File Transfer, Oracle Middleware Common Libraries and Tools, Oracle
Platform Security for Java, Oracle Web Services Manager, Oracle WebCenter Content, Oracle WebCenter
Enterprise Capture, Oracle WebCenter Portal, Oracle WebCenter Sites, Oracle WebLogic Server en Service
Delivery Platform.

Duiding

De kwetsbaarheden betreffen verschillende beveiligingsproblemen in Oracle-producten, waaronder
mogelijkheden voor niet-geauthenticeerde en laaggeprivilegieerde kwaadwillenden om via netwerktoegang
ongeautoriseerde acties uit te voeren. De kwetsbaarheden hebben CVSS-scores variérend van laag tot kritiek.
Van de in totaal 153 kwetsbaarheden zijn 66 als kritiek aangemerkt en volgens Oracle kunnen 78
kwetsbaarheden zonder authenticatie op afstand worden misbruikt. Succesvol misbruik kan onder meer leiden
tot het uitvoeren van willekeurige code, het omzeilen van authenticatie- en autorisatiecontroles, het verkrijgen
van ongeautoriseerde toegang tot gevoelige informatie, het wijzigen of verwijderen van gegevens en het
veroorzaken van Denial-of-Service (DoS). Sommige kwetsbaarheden vereisen gebruikersinteractie of
voorafgaande toegangsrechten, terwijl andere volledig op afstand en zonder authenticatie kunnen worden
misbruikt.

Van de 66 kwetsbaarheden die als kritiek zijn aangemerkt, hebben meerdere een CVSS-score van 9,8 of hoger.
Vijf kwetsbaarheden, CVE-2026-71133, CVE-2026-83099, CVE-2026-83059, CVE-2026-83020 en
CVE-2026-83021, hebben een CVSS-score van 10,0 en bevinden zich in Oracle Access Manager, Oracle Forms,
Oracle Internet Directory, Oracle Platform Security for Java en Oracle WebLogic Server. Deze kwetsbaarheden
kunnen volgens Oracle zonder authenticatie op afstand worden misbruikt en kunnen een hoge impact hebben
op de vertrouwelijkheid, integriteit en beschikbaarheid van getroffen systemen.

Het NCSC adviseert om de beveiligingsupdates voor de kritieke kwetsbaarheden met voorrang toe te passen.
Oplossingen

Oracle heeft updates uitgebracht om de kwetsbaarheden in de genoemde producten te verhelpen. Zie
bijgevoegde referenties voor meer informatie.

Referenties

> https://www.oracle.com/security-alerts/cspusep2026.html
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83100
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83100
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83101
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83101
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83102
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83102
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83103
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83103
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83104
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83104
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83105
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83105
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83106
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83106
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83107
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83107
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> CVE-2026-83108

> CVE-2026-83109

9 CVE-2026-83151

> CVE-2026-83231

> CVE-2026-83232

> CVE-2026-83265

> CVE-2026-83266

Y CVE-2026-47065

> CVE-2026-70748

Y CVE-2026-70756

> CVE-2026-70757

> CVE-2026-70913

> CVE-2026-70915

> CVE-2026-71047

> CVE-2026-71133

Y CVE-2026-71163

> CVE-2026-73926

> CVE-2026-73940

Y CVE-2026-73941

> CVE-2026-73942

> CVE-2026-73943

> CVE-2026-73944

> CVE-2026-73945
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9.8 CRITICAL

7.0 HIGH

9.8 CRITICAL

9.8 CRITICAL
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9.8 CRITICAL

9.8 CRITICAL

9.8 CRITICAL

8.8 HIGH

8.8 HIGH

9.9 CRITICAL
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83108
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83108
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83109
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83109
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83151
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83151
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83231
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83231
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83232
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83232
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83265
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83265
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83266
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83266
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-47065
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-47065
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70748
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70748
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70756
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70756
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70757
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70757
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70913
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70913
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70915
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-70915
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71047
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71047
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71133
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71133
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71163
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71163
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73926
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73926
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73940
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73940
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73941
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73941
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73942
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73942
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73943
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73943
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73944
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73944
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73945
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73945
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> CVE-2026-73946

> CVE-2026-73947

Y CVE-2026-73948

> CVE-2026-73949

Y CVE-2026-73950

> CVE-2026-73951

> CVE-2026-73952

Y CVE-2026-73953

Y CVE-2026-73956

> CVE-2026-73957

> CVE-2026-73958

> CVE-2026-73959

> CVE-2026-73961

> CVE-2026-73962

Y CVE-2026-73963

> CVE-2026-82994

> CVE-2026-82995

> CVE-2026-82996

9 CVE-2026-82997

> CVE-2026-82998

> CVE-2026-82999

> CVE-2026-83000

> CVE-2026-83001
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9.3 CRITICAL

8.8 HIGH

9.8 CRITICAL
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9.8 CRITICAL

9.8 CRITICAL

9.8 CRITICAL
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9.9 CRITICAL
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9.8 CRITICAL

9.1 CRITICAL

Advisory NCSC-2026-0372


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73946
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73946
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73947
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73947
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73948
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73948
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73949
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73949
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73950
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73950
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73951
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73951
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73952
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73952
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73953
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73953
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73956
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73956
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73957
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73957
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73958
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73958
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73959
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73959
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73961
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73961
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73962
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73962
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73963
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73963
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82994
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82994
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82995
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82995
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82996
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82996
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82997
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82997
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82998
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82998
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82999
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-82999
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83000
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83000
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83001
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83001

TLP:WHITE

> CVE-2026-83002
> CVE-2026-83003
> CVE-2026-83004
> CVE-2026-83005
> CVE-2026-83006
> CVE-2026-83007
> CVE-2026-83008
> CVE-2026-83009
> CVE-2026-83010
> CVE-2026-83011
> CVE-2026-83012
> CVE-2026-83013
> CVE-2026-83020
> CVE-2026-83021
> CVE-2026-83022
> CVE-2026-83023

> CVE-2026-83024

CWE's

CWE
> CWE-306

> CWE-502

7.2 HIGH

8.8 HIGH

9.1 CRITICAL

8.8 HIGH

8.8 HIGH

7.7 HIGH

8.8 HIGH

10.0 CRITICAL

10.0 CRITICAL

7.9 HIGH

7.8 HIGH

Beschrijving
Missing Authentication for Critical Function

Deserialization of Untrusted Data
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83002
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83002
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83003
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83003
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83004
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83004
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83005
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83005
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83006
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83006
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83007
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83007
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83008
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83008
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83009
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83009
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83010
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83010
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83011
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83011
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83012
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83012
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83013
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83013
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83020
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83020
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83021
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83021
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83022
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83022
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83023
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83023
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83024
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83024
https://cwe.mitre.org/data/definitions/306.html
https://cwe.mitre.org/data/definitions/306.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/502.html
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Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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