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Feiten

Oracle heeft 31 kwetsbaarheden verholpen in diverse Oracle Communications-producten, waaronder Oracle
Communications Unified Assurance, Oracle Communications Cloud Native Core Security Edge Protection Proxy,
Oracle Communications MetaSolv Solution Module - ASR, Oracle Communications Service Catalog and Design
en Oracle Communications Operations Monitor.

Duiding

De kwetsbaarheden betreffen verschillende beveiligingsproblemen in Oracle Communications-producten,
waaronder mogelijkheden voor niet-geauthenticeerde en laaggeprivilegieerde kwaadwillenden om via
netwerktoegang ongeautoriseerde acties uit te voeren. De kwetsbaarheden hebben CVSS-scores variérend van
laag tot kritiek. Van de in totaal 31 kwetsbaarheden zijn vier als kritiek aangemerkt en kunnen 23
kwetsbaarheden zonder authenticatie op afstand worden misbruikt. Succesvol misbruik kan onder meer leiden
tot het verkrijgen van ongeautoriseerde toegang tot gevoelige informatie, het wijzigen van gegevens en het
verstoren van de beschikbaarheid van getroffen systemen. Sommige kwetsbaarheden vereisen
gebruikersinteractie of voorafgaande toegangsrechten, terwijl andere volledig op afstand en zonder
authenticatie kunnen worden misbruikt.

De vier kwetsbaarheden die als kritiek zijn aangemerkt, CVE-2026-44024, CVE-2026-17544, CVE-2026-71290
en CVE-2026-73194, hebben een CVSS-score van 9,1 of hoger en bevinden zich in verschillende Core-
componenten van Oracle Communications Unified Assurance, waaronder Fluentd, PHP, Apache HttpClient en
DBI. Deze kwetsbaarheden kunnen zonder authenticatie op afstand worden misbruikt en kunnen een hoge
impact hebben op de vertrouwelijkheid en, afhankelijk van de kwetsbaarheid, de integriteit en beschikbaarheid
van getroffen systemen.

Het NCSC adviseert om de beveiligingsupdates voor de kritieke kwetsbaarheden met voorrang toe te passen.
Oplossingen

Oracle heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor meer
informatie.

Referenties

> https://www.oracle.com/security-alerts/cspusep2026.html


https://www.oracle.com/security-alerts/cspusep2026.html
https://www.oracle.com/security-alerts/cspusep2026.html
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Kwetsbaarheden

CVE

> CVE-2026-9563

> CVE-2026-12590

Y CVE-2026-13006

> CVE-2026-13758

> CVE-2026-17544

> CVE-2026-19880

> CVE-2026-34477

> CVE-2026-39822

> CVE-2026-41239

> CVE-2026-41989

> CVE-2026-44024

> CVE-2026-48998

> CVE-2026-49284

9 CVE-2026-49844

> CVE-2026-50734

> CVE-2026-54518

> CVE-2026-55952

> CVE-2026-57220

> CVE-2026-58520

Y CVE-2026-59943

> CVE-2026-61109

CVSS Score

7.5 HIGH

5.9 MEDIUM

7.0 HIGH

6.3 MEDIUM

6.3 MEDIUM

7.8 HIGH

6.8 MEDIUM

7.5 HIGH

9.8 CRITICAL

5.3 MEDIUM

7.1 HIGH

6.3 MEDIUM

7.5 HIGH

7.5 HIGH

6.9 MEDIUM

6.3 MEDIUM

6.5 MEDIUM
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https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-9563
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-9563
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-12590
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-12590
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-13006
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-13006
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-13758
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-13758
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-17544
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-17544
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-19880
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-19880
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-34477
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-34477
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-39822
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-39822
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-41239
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-41239
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-41989
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-41989
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-44024
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-44024
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-48998
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-48998
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-49284
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-49284
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-49844
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-49844
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-50734
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-50734
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-54518
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-54518
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-55952
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-55952
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-57220
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-57220
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-58520
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-58520
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-59943
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-59943
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-61109
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-61109
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> CVE-2026-63308 5.3 MEDIUM
> CVE-2026-64849 9.3 CRITICAL
> CVE-2026-66299 7.5 HIGH
> CVE-2026-67355
> CVE-2026-71290 9.1 CRITICAL
> CVE-2026-73194 9.1 CRITICAL
> CVE-2026-73508 7.5 HIGH
> CVE-2026-83417 7.1HIGH

> CVE-2026-83418

> CVE-2026-83419 5.4 MEDIUM
CWE's

CWE Beschrijving

> CWE-22 Improper Limitation of a Pathname to a Restricted Directory (‘Path
Traversal')

> CWE-59 Improper Link Resolution Before File Access ('Link Following')

> CWE-61 UNIX Symbolic Link (Symlink) Following

> CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’)

> CWE-94 Improper Control of Generation of Code (‘Code Injection’)

> CWE-116 Improper Encoding or Escaping of Output

> CWE-129 Improper Validation of Array Index

> CWE-130 Improper Handling of Length Parameter Inconsistency

> CWE-131 Incorrect Calculation of Buffer Size

> CWE-201 Insertion of Sensitive Information Into Sent Data


https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-63308
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-63308
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-64849
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-64849
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66299
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-66299
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67355
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-67355
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71290
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-71290
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73194
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73194
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73508
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-73508
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83417
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83417
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83418
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83418
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83419
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83419
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/61.html
https://cwe.mitre.org/data/definitions/61.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/116.html
https://cwe.mitre.org/data/definitions/116.html
https://cwe.mitre.org/data/definitions/129.html
https://cwe.mitre.org/data/definitions/129.html
https://cwe.mitre.org/data/definitions/130.html
https://cwe.mitre.org/data/definitions/130.html
https://cwe.mitre.org/data/definitions/131.html
https://cwe.mitre.org/data/definitions/131.html
https://cwe.mitre.org/data/definitions/201.html
https://cwe.mitre.org/data/definitions/201.html
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> CWE-208
> CWE-209
> CWE-295
> CWE-297
> CWE-404
> CWE-456
> CWE-601
> CWE-770
> CWE-772
> CWE-787
> CWE-789
> CWE-863
> CWE-918
> CWE-941
> CWE-1284
> CWE-1286

> CWE-1289

Getroffen producten

Oracle

Oracle
Communications

Oracle Communications Cloud
Native Core Console

Oracle Communications MetaSolv
Solution Module - ASR

Advisory NCSC-2026-0375

Observable Timing Discrepancy

Generation of Error Message Containing Sensitive Information
Improper Certificate Validation

Improper Validation of Certificate with Host Mismatch
Improper Resource Shutdown or Release

Missing Initialization of a Variable

URL Redirection to Untrusted Site ('Open Redirect')

Allocation of Resources Without Limits or Throttling

Missing Release of Resource after Effective Lifetime
Out-of-bounds Write

Memory Allocation with Excessive Size Value

Incorrect Authorization

Server-Side Request Forgery (SSRF)

Incorrectly Specified Destination in a Communication Channel
Improper Validation of Specified Quantity in Input

Improper Validation of Syntactic Correctness of Input

Improper Validation of Unsafe Equivalence in Input


https://cwe.mitre.org/data/definitions/208.html
https://cwe.mitre.org/data/definitions/208.html
https://cwe.mitre.org/data/definitions/209.html
https://cwe.mitre.org/data/definitions/209.html
https://cwe.mitre.org/data/definitions/295.html
https://cwe.mitre.org/data/definitions/295.html
https://cwe.mitre.org/data/definitions/297.html
https://cwe.mitre.org/data/definitions/297.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/404.html
https://cwe.mitre.org/data/definitions/456.html
https://cwe.mitre.org/data/definitions/456.html
https://cwe.mitre.org/data/definitions/601.html
https://cwe.mitre.org/data/definitions/601.html
https://cwe.mitre.org/data/definitions/770.html
https://cwe.mitre.org/data/definitions/770.html
https://cwe.mitre.org/data/definitions/772.html
https://cwe.mitre.org/data/definitions/772.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/789.html
https://cwe.mitre.org/data/definitions/789.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/918.html
https://cwe.mitre.org/data/definitions/918.html
https://cwe.mitre.org/data/definitions/941.html
https://cwe.mitre.org/data/definitions/941.html
https://cwe.mitre.org/data/definitions/1284.html
https://cwe.mitre.org/data/definitions/1284.html
https://cwe.mitre.org/data/definitions/1286.html
https://cwe.mitre.org/data/definitions/1286.html
https://cwe.mitre.org/data/definitions/1289.html
https://cwe.mitre.org/data/definitions/1289.html
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Oracle Communications
Operations Monitor

Oracle Communications Service
Catalog and Design

Oracle Communications
Unified Assurance

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions: NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date,
and thatitis accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors, and
therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-to-date.
The information contained in this security advisory is intended solely for the purpose of providing general
information to professional users. No rights can be derived from the information provided therein. NCSC-NL and
the Kingdom of the Netherlands assume no legal liability or responsibility for any damage resulting from either
the use or inability of use of this security advisory. This includes damage resulting from the inaccuracy of
incompleteness of the information contained in the advisory. This security advisory is subject to Dutch law. All
disputes related to or arising from the use of this advisory will be submitted to the competent courtin The
Hague. This choice of means also applies to the court in summary proceedings.
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