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Feiten

Siemens heeft kwetsbaarheden verholpen in diverse producten zoals Desigo, Industrial Plus, RUGGEDCOM,
SIMATIC en SIPLUS.

Duiding

De kwetsbaarheden stellen een kwaadwillende mogelijk in staat aanvallen uit te voeren die kunnen leiden
tot de volgende categorieën schade:

• Denial-of-Service (DoS)

• Manipulatie van gegevens

• Omzeilen van een beveiligingsmaatregel

• (Remote) code execution (root/admin rechten)

• Toegang tot systeemgegevens

• Toegang tot gevoelige gegevens

• Verhogen van rechten

De kwaadwillende heeft hiervoor toegang nodig tot de productieomgeving. Het is goed gebruik een
dergelijke omgeving niet publiek toegankelijk te hebben.

Oplossingen

Siemens heeft beveiligingsupdates uitgebracht om de kwetsbaarheden te verhelpen. Voor de
kwetsbaarheden waar nog geen updates voor zijn, heeft Siemens mitigerende maatregelen gepubliceerd om
de risico’s zoveel als mogelijk te beperken. Zie de bijgevoegde referenties voor meer informatie.

Referenties

• https://cert-portal.siemens.com/productcert/html/ssa-099819.html

• https://cert-portal.siemens.com/productcert/html/ssa-148322.html

• https://cert-portal.siemens.com/productcert/html/ssa-159454.html

• https://cert-portal.siemens.com/productcert/html/ssa-225816.html

• https://cert-portal.siemens.com/productcert/html/ssa-333035.html

• https://cert-portal.siemens.com/productcert/html/ssa-377139.html
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• https://cert-portal.siemens.com/productcert/html/ssa-390352.html

• https://cert-portal.siemens.com/productcert/html/ssa-485750.html

• https://cert-portal.siemens.com/productcert/html/ssa-508506.html

• https://cert-portal.siemens.com/productcert/html/ssa-550198.html

• https://cert-portal.siemens.com/productcert/html/ssa-591731.html

• https://cert-portal.siemens.com/productcert/html/ssa-968435.html

Kwetsbaarheden

CVE-2024-7322 5.8 MEDIUM

CVE-2025-6965 7.2 HIGH

CVE-2025-70873 7.5 HIGH

CVE-2025-71316 9.2 CRITICAL

CVE-2026-10207 7.5 HIGH

CVE-2026-11822 8.5 HIGH

CVE-2026-11824 8.5 HIGH

CVE-2026-33387 5.1 MEDIUM

CVE-2026-33388 6.4 MEDIUM

CVE-2026-33389 5.3 MEDIUM

CVE-2026-33391 5.3 MEDIUM

CVE-2026-33920 5.1 MEDIUM

CVE-2026-44414

CVE-2026-44415

CVE-2026-59241

CVE-2026-63350

CVE-2026-63351

CVE-2026-63352

CVE-2026-63353

CVE-2026-63354

CVE-2026-63355

CVE CVSS Score
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CVE-2026-63356

CVE-2026-63357

CVE-2026-72895

CVE-2026-78556

CVE-2026-78557

CVE-2026-84854 7.0 HIGH

CVE-2026-85114

CVE-2026-85115

CVE-2026-89196

CVE-2026-89197

CVE-2026-89198

CVE-2026-89199

CVE-2026-89200

CVE-2026-89201

CVE-2026-89202

CVE-2026-89203

CVE-2026-89204

CVE-2026-89205

CVE-2026-89206

CVE-2026-89208

CVE CVSS Score

CWE's

CWE-22 Improper Limitation of a Pathname to a Restricted Directory (’Path Traversal’)

CWE-35 Path Traversal: ’.../...//’

CWE-79
Improper Neutralization of Input During Web Page Generation (’Cross-site
Scripting’)

CWE-89
Improper Neutralization of Special Elements used in an SQL Command (’SQL
Injection’)

CWE Beschrijving
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https://cwe.mitre.org/data/definitions/89.html
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CWE-95
Improper Neutralization of Directives in Dynamically Evaluated Code (’Eval
Injection’)

CWE-122 Heap-based Buffer Overflow

CWE-125 Out-of-bounds Read

CWE-176 Improper Handling of Unicode Encoding

CWE-191 Integer Underflow (Wrap or Wraparound)

CWE-197 Numeric Truncation Error

CWE-201 Insertion of Sensitive Information Into Sent Data

CWE-209 Generation of Error Message Containing Sensitive Information

CWE-244 Improper Clearing of Heap Memory Before Release (’Heap Inspection’)

CWE-266 Incorrect Privilege Assignment

CWE-295 Improper Certificate Validation

CWE-352 Cross-Site Request Forgery (CSRF)

CWE-602 Client-Side Enforcement of Server-Side Security

CWE-639 Authorization Bypass Through User-Controlled Key

CWE-671 Lack of Administrator Control over Security

CWE-787 Out-of-bounds Write

CWE-863 Incorrect Authorization

CWE-908 Use of Uninitialized Resource

CWE-940 Improper Verification of Source of a Communication Channel

CWE-1336 Improper Neutralization of Special Elements Used in a Template Engine

CWE-1394 Use of Default Cryptographic Key

CWE Beschrijving
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Getroffen producten

.NET Client Library for SIMATIC S7Webserver API

Desigo PXC00-E.D

Desigo PXC00-U

Desigo PXC001-E.D

Desigo PXC100-E.D

Desigo PXC12-E.D

Desigo PXC128-U

Desigo PXC200-E.D

Desigo PXC22-E.D

Desigo PXC22.1-E.D

Desigo PXC36.1-E.D

Desigo PXC50-E.D

Desigo PXC64-U

Desigo PXM20-E

Industrial Edge App Publisher

Industrial Edge Device Kit - arm64 V1.10

Industrial Edge Device Kit - arm64 V1.11

Industrial Edge Device Kit - arm64 V1.12

Industrial Edge Device Kit - arm64 V1.13

Industrial Edge Device Kit - arm64 V1.14

Industrial Edge Device Kit - arm64 V1.15

Industrial Edge Device Kit - arm64 V1.16

Industrial Edge Device Kit - arm64 V1.17

Industrial Edge Device Kit - arm64 V1.18

Industrial Edge Device Kit - arm64 V1.19

Industrial Edge Device Kit - arm64 V1.20

Industrial Edge Device Kit - arm64 V1.21

Industrial Edge Device Kit - arm64 V1.22

Industrial Edge Device Kit - arm64 V1.23

Siemens
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Industrial Edge Device Kit - arm64 V1.24

Industrial Edge Device Kit - arm64 V1.25

Industrial Edge Device Kit - arm64 V1.26

Industrial Edge Device Kit - arm64 V1.27

Industrial Edge Device Kit - arm64 V1.28

Industrial Edge Device Kit - arm64 V1.5

Industrial Edge Device Kit - arm64 V1.6

Industrial Edge Device Kit - arm64 V1.7

Industrial Edge Device Kit - arm64 V1.8

Industrial Edge Device Kit - arm64 V1.9

Industrial Edge Device Kit - x86-64 V1.10

Industrial Edge Device Kit - x86-64 V1.11

Industrial Edge Device Kit - x86-64 V1.12

Industrial Edge Device Kit - x86-64 V1.13

Industrial Edge Device Kit - x86-64 V1.14

Industrial Edge Device Kit - x86-64 V1.15

Industrial Edge Device Kit - x86-64 V1.16

Industrial Edge Device Kit - x86-64 V1.17

Industrial Edge Device Kit - x86-64 V1.18

Industrial Edge Device Kit - x86-64 V1.19

Industrial Edge Device Kit - x86-64 V1.20

Industrial Edge Device Kit - x86-64 V1.21

Industrial Edge Device Kit - x86-64 V1.22

Industrial Edge Device Kit - x86-64 V1.23

Industrial Edge Device Kit - x86-64 V1.24

Industrial Edge Device Kit - x86-64 V1.25

Industrial Edge Device Kit - x86-64 V1.26

Industrial Edge Device Kit - x86-64 V1.27

Industrial Edge Device Kit - x86-64 V1.28

Industrial Edge Device Kit - x86-64 V1.5

Industrial Edge Device Kit - x86-64 V1.6

Industrial Edge Device Kit - x86-64 V1.7

Siemens
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Industrial Edge Device Kit - x86-64 V1.8

Industrial Edge Device Kit - x86-64 V1.9

PSS(R)SINCAL V21.5

PSS(R)SINCAL V22.0

PSS(R)SINCAL V22.5

RUGGEDCOM CROSSBOW

RUGGEDCOM CROSSBOW (Application)

RUGGEDCOM CROSSBOW Station Access Controller

RUGGEDCOM CROSSBOW Station Access Controller (SAC)

SENTRON 3NA COM Fuse

SIDIS Prime

SIMATIC Drive Controller CPU 1504D TF (6ES7615-4DF10-0AB0)

SIMATIC Drive Controller CPU 1507D TF (6ES7615-7DF10-0AB0)

SIMATIC ET 200SP CPU 1510SP F-1 PN (6ES7510-1SJ01-0AB0)

SIMATIC ET 200SP CPU 1510SP F-1 PN (6ES7510-1SK03-0AB0)

SIMATIC ET 200SP CPU 1510SP-1 PN (6ES7510-1DJ01-0AB0)

SIMATIC ET 200SP CPU 1510SP-1 PN (6ES7510-1DK03-0AB0)

SIMATIC ET 200SP CPU 1512SP F-1 PN (6ES7512-1SK01-0AB0)

SIMATIC ET 200SP CPU 1512SP F-1 PN (6ES7512-1SM03-0AB0)

SIMATIC ET 200SP CPU 1512SP-1 PN (6ES7512-1DK01-0AB0)

SIMATIC ET 200SP CPU 1512SP-1 PN (6ES7512-1DM03-0AB0)

SIMATIC ET 200SP CPU 1514SP F-2 PN (6ES7514-2SN03-0AB0)

SIMATIC ET 200SP CPU 1514SP-2 PN (6ES7514-2DN03-0AB0)

SIMATIC ET 200SP CPU 1514SPT F-2 PN (6ES7514-2WN03-0AB0)

SIMATIC ET 200SP CPU 1514SPT-2 PN (6ES7514-2VN03-0AB0)

SIMATIC ET 200SP Open Controller CPU 1515SP PC (incl. SIPLUS variants)

SIMATIC ET 200SP Open Controller CPU 1515SP PC2 (incl. SIPLUS variants) V2 CPUs - Windows OS

SIMATIC ET 200SP Open Controller CPU 1515SP PC2 (incl. SIPLUS variants) V3 CPUs - Industrial OS

SIMATIC ET 200SP Open Controller CPU 1515SP PC2 (incl. SIPLUS variants) V3 CPUs - Windows OS

SIMATIC ET 200SP Open Controller CPU 1515SP PC3 V4 CPUs

SIMATIC IPC BX-21A

SIMATIC IPC RW-543A

Siemens

TLP:WHITE
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SIMATIC IPC227G / IPC277G / IPC277G PRO / IPC327G / IPC377G

SIMATIC S7-1500 CPU 1511-1 PN (6ES7511-1AK00-0AB0)

SIMATIC S7-1500 CPU 1511-1 PN (6ES7511-1AK01-0AB0)

SIMATIC S7-1500 CPU 1511-1 PN (6ES7511-1AK02-0AB0)

SIMATIC S7-1500 CPU 1511-1 PN (6ES7511-1AL03-0AB0)

SIMATIC S7-1500 CPU 1511C-1 PN (6ES7511-1CK00-0AB0)

SIMATIC S7-1500 CPU 1511C-1 PN (6ES7511-1CK01-0AB0)

SIMATIC S7-1500 CPU 1511C-1 PN (6ES7511-1CL03-0AB0)

SIMATIC S7-1500 CPU 1511F-1 PN (6ES7511-1FK01-0AB0)

SIMATIC S7-1500 CPU 1511F-1 PN (6ES7511-1FK02-0AB0)

SIMATIC S7-1500 CPU 1511F-1 PN (6ES7511-1FL03-0AB0)

SIMATIC S7-1500 CPU 1511T-1 PN (6ES7511-1TK01-0AB0)

SIMATIC S7-1500 CPU 1511T-1 PN (6ES7511-1TL03-0AB0)

SIMATIC S7-1500 CPU 1511TF-1 PN (6ES7511-1UK01-0AB0)

SIMATIC S7-1500 CPU 1511TF-1 PN (6ES7511-1UL03-0AB0)

SIMATIC S7-1500 CPU 1512C-1 PN (6ES7512-1CK00-0AB0)

SIMATIC S7-1500 CPU 1512C-1 PN (6ES7512-1CK01-0AB0)

SIMATIC S7-1500 CPU 1512C-1 PN (6ES7512-1CM03-0AB0)

SIMATIC S7-1500 CPU 1513-1 PN (6ES7513-1AL01-0AB0)

SIMATIC S7-1500 CPU 1513-1 PN (6ES7513-1AL02-0AB0)

SIMATIC S7-1500 CPU 1513-1 PN (6ES7513-1AM03-0AB0)

SIMATIC S7-1500 CPU 1513F-1 PN (6ES7513-1FL01-0AB0)

SIMATIC S7-1500 CPU 1513F-1 PN (6ES7513-1FL02-0AB0)

SIMATIC S7-1500 CPU 1513F-1 PN (6ES7513-1FM03-0AB0)

SIMATIC S7-1500 CPU 1513pro F-2 PN (6ES7513-2GM03-0AB0)

SIMATIC S7-1500 CPU 1513pro-2 PN (6ES7513-2PM03-0AB0)

SIMATIC S7-1500 CPU 1515-2 PN (6ES7515-2AM01-0AB0)

SIMATIC S7-1500 CPU 1515-2 PN (6ES7515-2AM02-0AB0)

SIMATIC S7-1500 CPU 1515-2 PN (6ES7515-2AN03-0AB0)

SIMATIC S7-1500 CPU 1515F-2 PN (6ES7515-2FM01-0AB0)

SIMATIC S7-1500 CPU 1515F-2 PN (6ES7515-2FM02-0AB0)

SIMATIC S7-1500 CPU 1515F-2 PN (6ES7515-2FN03-0AB0)

Siemens
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SIMATIC S7-1500 CPU 1515T-2 PN (6ES7515-2TM01-0AB0)

SIMATIC S7-1500 CPU 1515T-2 PN (6ES7515-2TN03-0AB0)

SIMATIC S7-1500 CPU 1515TF-2 PN (6ES7515-2UM01-0AB0)

SIMATIC S7-1500 CPU 1515TF-2 PN (6ES7515-2UN03-0AB0)

SIMATIC S7-1500 CPU 1516-3 PN/DP (6ES7516-3AN01-0AB0)

SIMATIC S7-1500 CPU 1516-3 PN/DP (6ES7516-3AN02-0AB0)

SIMATIC S7-1500 CPU 1516-3 PN/DP (6ES7516-3AP03-0AB0)

SIMATIC S7-1500 CPU 1516F-3 PN/DP (6ES7516-3FN01-0AB0)

SIMATIC S7-1500 CPU 1516F-3 PN/DP (6ES7516-3FN02-0AB0)

SIMATIC S7-1500 CPU 1516F-3 PN/DP (6ES7516-3FP03-0AB0)

SIMATIC S7-1500 CPU 1516T-3 PN (6ES7516-3TP10-0AB0)

SIMATIC S7-1500 CPU 1516T-3 PN/DP (6ES7516-3TN00-0AB0)

SIMATIC S7-1500 CPU 1516TF-3 PN (6ES7516-3UP10-0AB0)

SIMATIC S7-1500 CPU 1516TF-3 PN/DP (6ES7516-3UN00-0AB0)

SIMATIC S7-1500 CPU 1516pro F-2 PN (6ES7516-2GP03-0AB0)

SIMATIC S7-1500 CPU 1516pro-2 PN (6ES7516-2PP03-0AB0)

SIMATIC S7-1500 CPU 1517-3 PN (6ES7517-3AQ10-0AB0)

SIMATIC S7-1500 CPU 1517-3 PN/DP (6ES7517-3AP00-0AB0)

SIMATIC S7-1500 CPU 1517F-3 PN (6ES7517-3FQ10-0AB0)

SIMATIC S7-1500 CPU 1517F-3 PN/DP (6ES7517-3FP00-0AB0)

SIMATIC S7-1500 CPU 1517F-3 PN/DP (6ES7517-3FP01-0AB0)

SIMATIC S7-1500 CPU 1517T-3 PN (6ES7517-3TQ10-0AB0)

SIMATIC S7-1500 CPU 1517T-3 PN/DP (6ES7517-3TP00-0AB0)

SIMATIC S7-1500 CPU 1517TF-3 PN (6ES7517-3UQ10-0AB0)

SIMATIC S7-1500 CPU 1517TF-3 PN/DP (6ES7517-3UP00-0AB0)

SIMATIC S7-1500 CPU 1518-3 PN (6ES7518-3AT10-0AB0)

SIMATIC S7-1500 CPU 1518-4 PN/DP (6ES7518-4AP00-0AB0)

SIMATIC S7-1500 CPU 1518-4 PN/DPMFP (6ES7518-4AX00-1AB0)

SIMATIC S7-1500 CPU 1518-4 PN/DPMFP (6ES7518-4AX00-1AC0)

SIMATIC S7-1500 CPU 1518F-3 PN (6ES7518-3FT10-0AB0)

SIMATIC S7-1500 CPU 1518F-4 PN/DP (6ES7518-4FP00-0AB0)

SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP (6ES7518-4FX00-1AB0)

Siemens
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SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP (6ES7518-4FX00-1AC0)

SIMATIC S7-1500 CPU 1518T-3 PN (6ES7518-3TT10-0AB0)

SIMATIC S7-1500 CPU 1518T-4 PN/DP (6ES7518-4TP00-0AB0)

SIMATIC S7-1500 CPU 1518TF-3 PN (6ES7518-3UT10-0AB0)

SIMATIC S7-1500 CPU 1518TF-4 PN/DP (6ES7518-4UP00-0AB0)

SIMATIC S7-1500 CPU S7-1518-4 PN/DP ODK (6ES7518-4AP00-3AB0)

SIMATIC S7-1500 CPU S7-1518F-4 PN/DP ODK (6ES7518-4FP00-3AB0)

SIMATIC S7-1500 ET 200pro: CPU 1513PRO F-2 PN (6ES7513-2GL00-0AB0)

SIMATIC S7-1500 ET 200pro: CPU 1513PRO-2 PN (6ES7513-2PL00-0AB0)

SIMATIC S7-1500 ET 200pro: CPU 1516PRO F-2 PN (6ES7516-2GN00-0AB0)

SIMATIC S7-1500 ET 200pro: CPU 1516PRO-2 PN (6ES7516-2PN00-0AB0)

SIMATIC S7-1500 Software Controller CPU 1507S F V2

SIMATIC S7-1500 Software Controller CPU 1507S F V3

SIMATIC S7-1500 Software Controller CPU 1507S F V4

SIMATIC S7-1500 Software Controller CPU 1507S V2

SIMATIC S7-1500 Software Controller CPU 1507S V3

SIMATIC S7-1500 Software Controller CPU 1507S V4

SIMATIC S7-1500 Software Controller CPU 1508S F V2

SIMATIC S7-1500 Software Controller CPU 1508S F V3

SIMATIC S7-1500 Software Controller CPU 1508S F V4

SIMATIC S7-1500 Software Controller CPU 1508S T V3

SIMATIC S7-1500 Software Controller CPU 1508S TF V3

SIMATIC S7-1500 Software Controller CPU 1508S V2

SIMATIC S7-1500 Software Controller CPU 1508S V3

SIMATIC S7-1500 Software Controller CPU 1508S V4

SIMATIC S7-1500 Software Controller Linux V2

SIMATIC S7-1500 Software Controller Linux V3

SIMATIC S7-PLCSIM Advanced

SIMATIC WinCC V7.5

SIMATIC WinCC V8.0

SIMATIC WinCC V8.1

SIPLUS ET 200SP CPU 1510SP F-1 PN (6AG1510-1SJ01-2AB0)

Siemens
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SIPLUS ET 200SP CPU 1510SP F-1 PN RAIL (6AG2510-1SJ01-1AB0)

SIPLUS ET 200SP CPU 1510SP-1 PN (6AG1510-1DJ01-2AB0)

SIPLUS ET 200SP CPU 1510SP-1 PN (6AG1510-1DJ01-7AB0)

SIPLUS ET 200SP CPU 1510SP-1 PN RAIL (6AG2510-1DJ01-1AB0)

SIPLUS ET 200SP CPU 1510SP-1 PN RAIL (6AG2510-1DJ01-4AB0)

SIPLUS ET 200SP CPU 1512SP F-1 PN (6AG1512-1SK01-2AB0)

SIPLUS ET 200SP CPU 1512SP F-1 PN (6AG1512-1SK01-7AB0)

SIPLUS ET 200SP CPU 1512SP F-1 PN RAIL (6AG2512-1SK01-1AB0)

SIPLUS ET 200SP CPU 1512SP F-1 PN RAIL (6AG2512-1SK01-4AB0)

SIPLUS ET 200SP CPU 1512SP-1 PN (6AG1512-1DK01-2AB0)

SIPLUS ET 200SP CPU 1512SP-1 PN (6AG1512-1DK01-7AB0)

SIPLUS ET 200SP CPU 1512SP-1 PN RAIL (6AG2512-1DK01-1AB0)

SIPLUS ET 200SP CPU 1512SP-1 PN RAIL (6AG2512-1DK01-4AB0)

SIPLUS S7-1500 CPU 1511-1 PN (6AG1511-1AK01-2AB0)

SIPLUS S7-1500 CPU 1511-1 PN (6AG1511-1AK01-7AB0)

SIPLUS S7-1500 CPU 1511-1 PN (6AG1511-1AK02-2AB0)

SIPLUS S7-1500 CPU 1511-1 PN (6AG1511-1AK02-7AB0)

SIPLUS S7-1500 CPU 1511-1 PN T1 RAIL (6AG2511-1AK01-1AB0)

SIPLUS S7-1500 CPU 1511-1 PN T1 RAIL (6AG2511-1AK02-1AB0)

SIPLUS S7-1500 CPU 1511-1 PN TX RAIL (6AG2511-1AK01-4AB0)

SIPLUS S7-1500 CPU 1511-1 PN TX RAIL (6AG2511-1AK02-4AB0)

SIPLUS S7-1500 CPU 1511F-1 PN (6AG1511-1FK01-2AB0)

SIPLUS S7-1500 CPU 1511F-1 PN (6AG1511-1FK02-2AB0)

SIPLUS S7-1500 CPU 1513-1 PN (6AG1513-1AL01-2AB0)

SIPLUS S7-1500 CPU 1513-1 PN (6AG1513-1AL01-7AB0)

SIPLUS S7-1500 CPU 1513-1 PN (6AG1513-1AL02-2AB0)

SIPLUS S7-1500 CPU 1513-1 PN (6AG1513-1AL02-7AB0)

SIPLUS S7-1500 CPU 1513F-1 PN (6AG1513-1FL01-2AB0)

SIPLUS S7-1500 CPU 1513F-1 PN (6AG1513-1FL02-2AB0)

SIPLUS S7-1500 CPU 1515F-2 PN (6AG1515-2FM01-2AB0)

SIPLUS S7-1500 CPU 1515F-2 PN (6AG1515-2FM02-2AB0)

SIPLUS S7-1500 CPU 1515F-2 PN RAIL (6AG2515-2FM02-4AB0)
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SIPLUS S7-1500 CPU 1515F-2 PN T2 RAIL (6AG2515-2FM01-2AB0)

SIPLUS S7-1500 CPU 1516-3 PN/DP (6AG1516-3AN01-2AB0)

SIPLUS S7-1500 CPU 1516-3 PN/DP (6AG1516-3AN01-7AB0)

SIPLUS S7-1500 CPU 1516-3 PN/DP (6AG1516-3AN02-2AB0)

SIPLUS S7-1500 CPU 1516-3 PN/DP (6AG1516-3AN02-7AB0)

SIPLUS S7-1500 CPU 1516-3 PN/DP RAIL (6AG2516-3AN02-4AB0)

SIPLUS S7-1500 CPU 1516-3 PN/DP TX RAIL (6AG2516-3AN01-4AB0)

SIPLUS S7-1500 CPU 1516F-3 PN/DP (6AG1516-3FN01-2AB0)

SIPLUS S7-1500 CPU 1516F-3 PN/DP (6AG1516-3FN02-2AB0)

SIPLUS S7-1500 CPU 1516F-3 PN/DP RAIL (6AG2516-3FN02-2AB0)

SIPLUS S7-1500 CPU 1516F-3 PN/DP RAIL (6AG2516-3FN02-4AB0)

SIPLUS S7-1500 CPU 1518-4 PN/DP (6AG1518-4AP00-4AB0)

SIPLUS S7-1500 CPU 1518-4 PN/DPMFP (6AG1518-4AX00-4AC0)

SIPLUS S7-1500 CPU 1518F-4 PN/DP (6AG1518-4FP00-4AB0)

Siemens

Disclaimer

The Netherlands Cyber Security Center (henceforth: NCSC-NL) maintains this page to enhance access to its
information and security advisories. The use of this security advisory is subject to the following terms and
conditions:
NCSC-NL makes every reasonable effort to ensure that the content of this page is kept up to date, and
that it is accurate and complete. Nevertheless, NCSC-NL cannot entirely rule out the possibility of errors,
and therefore cannot give any warranty in respect of its completeness, accuracy or continuous keeping up-
to-date. The information contained in this security advisory is intended solely for the purpose of providing
general information to professional users. No rights can be derived from the information provided therein.
NCSC-NL and the Kingdom of the Netherlands assume no legal liability or responsibility for any damage
resulting from either the use or inability of use of this security advisory. This includes damage resulting
from the inaccuracy of incompleteness of the information contained in the advisory. This security advisory
is subject to Dutch law. All disputes related to or arising from the use of this advisory will be submitted to
the competent court in The Hague. This choice ofmeans also applies to the court in summary proceedings.
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