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Feiten

Oracle heeft meerdere kwetsbaarheden verholpen in Oracle Java.

Duiding

In Oracle Java SE, JavaFX en GraalVM Enterprise Edition zijn diverse kwetsbaarheden aanwezig die door
ongeauthenticeerde netwerkaanvallers kunnen worden misbruikt via blootgestelde API’s of sandboxed
Java-applicaties.

Deze kwetsbaarheden maken het mogelijk om denial of service te veroorzaken, ongeautoriseerde lees- en
schrijfacties op data uit te voeren, en in sommige gevallen beperkte data toegang te verkrijgen. Exploitatie
kan plaatsvinden via netwerktoegang, soms met vereiste van gebruikersinteractie, en betreft meerdere
componenten zoals de compiler, networking, JAXP, JDBC, RMI, ImagelO, Lightweight HTTP Server en CORBA.
Daarnaast zijn er kwetsbaarheden die leiden tot crashes of het vastlopen van systemen bij het uitvoeren van
onbetrouwbare code in sandboxed omgevingen.

Oplossingen

Oracle heeft updates uitgebracht om de kwetsbaarheden te verhelpen. Zie bijgevoegde referenties voor
meer informatie.

Referenties

* https://www.oracle.com/security-alerts/cpuoct2026.html

Kwetsbaarheden

CVE CVSS Score

CVE-2026-6732

CVE-2026-43660

CVE-2026-46470 9.1 CRITICAL

CVE-2026-83374 5.9 MEDIUM



 https://www.oracle.com/security-alerts/cpuoct2026.html 
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-6732
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-43660
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-46470
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83374
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CVE CVSS Score
CVE-2026-83376
CVE-2026-83378 4.8 MEDIUM
CVE-2026-83380 5.3 MEDIUM
CVE-2026-83381 4.8 MEDIUM
CVE-2026-83387 5.9 MEDIUM
CVE-2026-83395 6.5 MEDIUM
CVE-2026-83400 5.3 MEDIUM
CVE-2026-87255
CVE-2026-87290 5.9 MEDIUM
CVE-2026-87291 5.3 MEDIUM
CVE-2026-87292
CVE-2026-87293 5.4 MEDIUM
CVE-2026-87294 6.5 MEDIUM
CVE-2026-87367
CVE-2026-91332 5.3 MEDIUM
CVE-2026-91333
CVE-2026-91334
CVE-2026-91335
CVE-2026-91373 5.3 MEDIUM
CVE-2026-91374 4.8 MEDIUM
CVE-2026-91375 4.7 MEDIUM
CVE-2026-91379 4.7 MEDIUM
CVE-2026-91380 4.0 MEDIUM
CVE-2026-91381
CVE-2026-91382 6.5 MEDIUM
CVE-2026-91385 5.4 MEDIUM
CVE-2026-91394 5.9 MEDIUM
CVE-2026-91395 6.5 MEDIUM
CVE-2026-91396 6.5 MEDIUM
CVE-2026-91397
CVE-2026-91398 6.8 MEDIUM



https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83376
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83378
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83380
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83381
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83387
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83395
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-83400
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-87255
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-87290
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-87291
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-87292
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-87293
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-87294
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-87367
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91332
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91333
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91334
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91335
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91373
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91374
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91375
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91379
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91380
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91381
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91382
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91385
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91394
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91395
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91396
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91397
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91398
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CVE CVSS Score
CVE-2026-91400
CVE-2026-91402
CVE-2026-91409
CVE-2026-91410 5.3 MEDIUM
CVE-2026-91411 6.5 MEDIUM
CVE-2026-91415
CVE-2026-91417 5.3 MEDIUM
CVE-2026-91418 5.3 MEDIUM
CVE-2026-91451 5.3 MEDIUM
CVE-2026-91452 5.3 MEDIUM
CVE-2026-91453 5.3 MEDIUM
CVE-2026-91461
CVE-2026-91462 5.9 MEDIUM
CVE-2026-91463 5.3 MEDIUM
CVE-2026-91464 5.3 MEDIUM
CVE-2026-91477
CVE-2026-91484
CVE-2026-91487 4.8 MEDIUM
CVE-2026-101516 6.5 MEDIUM
CVE-2026-101737 5.9 MEDIUM
CWE's
CWE Beschrijving
CWE-369 Divide By Zero
CWE-416 Use After Free
CWE-843 Access of Resource Using Incompatible Type ('Type Confusion’)
CWE-863 Incorrect Authorization



https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91400
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91402
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91409
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91410
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91411
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91415
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91417
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91418
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91451
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91452
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91453
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91461
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91462
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91463
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91464
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91477
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91484
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-91487
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-101516
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-101737
https://cwe.mitre.org/data/definitions/369.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/843.html
https://cwe.mitre.org/data/definitions/863.html

Advisory NCSC-2026-0449 | NCSC

Getroffen producten

Oracle

GraalVM

Java Se

JavaFX

Oracle GraalVM Enterprise Edition

Oracle GraalVM for JDK

Oracle Java SE

Oracle JavaFX

Disclaimer

TLP:WHITE



