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Feiten

Apple heeft meerdere kwetsbaarheden verholpen in macOS, met name in de versies Golden Gate 27.2,
Sequoia 15.8.2, Tahoe 26.7.2 en Monterey 12.4.

Duiding

De kwetsbaarheden betroffen diverse beveiligingsaspecten binnen macOS, waaronder onvoldoende
validatie van symbolische links (symlinks), onjuiste permissiecontroles, onvolledige autorisatiemechanismen,
en fouten in geheugenbeheer zoals out-of-bounds reads en writes, use-after-free, buffer overflows, en race
conditions. Deze fouten konden door lokale of remote aanvallers worden misbruikt om privileges te
escaleren, sandbox-beperkingen te omzeilen, gevoelige gebruikersdata of kernelgeheugen te benaderen, of
om denial-of-service condities te veroorzaken door onverwachte systeem- of applicatiecrashes.

Daarnaast werden problemen opgelost in Gatekeeper, de beveiligingscomponent die code-integriteit en
app-verificatie afdwingt, waarbij bypasses werden voorkomen. Ook werden kwetsbaarheden in de
verwerking van diverse bestandstypen zoals afbeeldingen, video’s, audio, fonts, PDF’s en ZIP-archieven
aangepakt om geheugenbeschadiging en ongeautoriseerde code-uitvoering te voorkomen.

De fixes omvatten verbeterde validatie van invoer, strengere toegangscontroles, verbeterde
geheugenbeheer en state management, en het versterken van sandbox- en privacymechanismen. De
updates zijn ook doorgevoerd in andere Apple-platforms zoals tvOS, visionOS en watchQOS, waarbij
consistentie in beveiligingsverbeteringen werd nagestreefd.

Oplossingen

Apple heeft updates uitgebracht voor macOS Golden Gate 27.2, Sequoia 15.8.2, Tahoe 26.7.2, Monterey
12.4 en andere versies om de beschreven kwetsbaarheden te verhelpen. Deze updates bevatten verbeterde
validatie- en beveiligingsmechanismen die de integriteit, stabiliteit en privacy van het systeem versterken.
Zie bijgevoegde referenties voor meer informatie.



Referenties
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* https://support.apple.com/en-us/149521

* https://support.apple.com/en-us/149522

* https://support.apple.com/en-us/149523
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CVE-2026-112556

4.8 MEDIUM

CVE-2026-112557

CVE-2026-112558

CVE-2026-112559

CVE-2026-112560

CVE-2026-112561

CVE-2026-112562

CVE-2026-112563



https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112529
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112530
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112531
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112532
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112533
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112534
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112535
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112536
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112537
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112539
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112540
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112541
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112542
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112543
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112544
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112545
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112546
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112548
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112550
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112551
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112552
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112553
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112554
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112555
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112556
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112557
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112558
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112559
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112560
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112561
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112562
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112563

CVE

CVSS Score

Advisory NCSC-2026-0455 | NCSC

CVE-2026-112565

CVE-2026-112566

CVE-2026-112567

CVE-2026-112568

CVE-2026-112569

CVE-2026-112570

CVE-2026-112571

CVE-2026-112575

CVE-2026-112576

CVE-2026-112577

CVE-2026-112593

CVE-2026-112595

CVE-2026-112596

CVE-2026-112599

CVE-2026-112601

CVE-2026-112604

CVE-2026-112606

CVE-2026-112607

CVE-2026-112610

CVE-2026-112611

CVE-2026-112614

6.5 MEDIUM

CVE-2026-112615

CVE-2026-112616

CVE-2026-112617

CVE-2026-112619

CVE-2026-112620

CVE-2026-112621

CVE-2026-112622

CVE-2026-112623

CVE-2026-112624

CVE-2026-112625

CVE-2026-112626



https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112565
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112566
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112567
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112568
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112569
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112570
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112571
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112575
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112576
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112577
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112593
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112595
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112596
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112599
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112601
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112604
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112606
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112607
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112610
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112611
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112614
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112615
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112616
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112617
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112619
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112620
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112621
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112622
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112623
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112624
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112625
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112626

Advisory NCSC-2026-0455 | NCSC

CVE CVSS Score
CVE-2026-112627

CVE-2026-112628

CVE-2026-112629 6.5 MEDIUM
CVE-2026-112630

CVE-2026-112632

CVE-2026-112633 6.5 MEDIUM
CVE-2026-112634 6.5 MEDIUM

CVE-2026-112637

CVE-2026-112638

CVE-2026-112639

CVE-2026-112640

CVE-2026-112642

CVE-2026-112647

CVE-2026-112651

CVE-2026-112652

CVE-2026-112653

CVE-2026-112654

CVE-2026-112655

CVE-2026-112656

CVE-2026-112658

CVE-2026-112659

CVE-2026-112660

CVE-2026-112665

CVE-2026-112666

CVE-2026-112668

CVE-2026-112669

CVE-2026-112670

CVE-2026-112671

CVE-2026-112672

CVE-2026-112673

CVE-2026-112675

CVE-2026-112676



https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112627
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112628
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112629
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112630
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112632
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112633
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112634
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112637
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112638
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112639
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112640
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112642
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112647
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112651
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112652
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112653
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112654
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112655
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112656
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112658
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112659
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112660
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112665
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112666
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112668
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112669
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112670
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112671
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112672
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112673
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112675
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112676

CVE

CVSS Score

Advisory NCSC-2026-0455 | NCSC

CVE-2026-112677

CVE-2026-112678

CVE-2026-112679

CVE-2026-112680

CVE-2026-112682

CVE-2026-112683

CVE-2026-112684

CVE-2026-112685

CVE-2026-112686

CVE-2026-112688

CVE-2026-112689

CVE-2026-112690

CVE-2026-112693

CVE-2026-112695

CVE-2026-112696

CVE-2026-112697

CVE-2026-112698

CVE-2026-112699

CVE-2026-112704

CVE-2026-112705

CVE-2026-112708

5.3 MEDIUM

CVE-2026-113896

CVE-2026-113897

CVE-2026-113898

CVE-2026-113899

CVE-2026-113900

CVE-2026-113901

CVE-2026-113903

CVE-2026-113904

CVE-2026-113907

6.1 MEDIUM

CVE-2026-113909

CVE-2026-113910



https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112677
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112678
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112679
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112680
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112682
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112683
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112684
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112685
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112686
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112688
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112689
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112690
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112693
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112695
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112696
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112697
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112698
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112699
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112704
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112705
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-112708
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113896
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113897
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113898
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113899
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113900
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113901
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113903
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113904
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113907
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113909
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113910

CVE

CVSS Score

Advisory NCSC-2026-0455 | NCSC

CVE-2026-113912

CVE-2026-113913

6.5 MEDIUM

CVE-2026-113915

CVE-2026-113934

CVE-2026-113935

CVE-2026-113936

CVE-2026-113937

CVE-2026-113938

CVE-2026-113939

6.5 MEDIUM

CVE-2026-113940

CVE-2026-113941

CVE-2026-113942

CVE-2026-113943

6.5 MEDIUM

CVE-2026-113944

CVE-2026-113945

CVE-2026-113946

CVE-2026-113947

CVE-2026-113948

CVE-2026-113949

CVE-2026-113950

CVE-2026-113952

CWE's

CWE

Beschrijving

CWE-120

Buffer Copy without Checking Size of Input ('Classic Buffer Overflow’)

CWE-125

Out-of-bounds Read

CWE-362

Concurrent Execution using Shared Resource with Improper Synchronization

('Race Condition’)



https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113912
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113913
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113915
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113934
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113935
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113936
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113937
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113938
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113939
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113940
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113941
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113942
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113943
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113944
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113945
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113946
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113947
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113948
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113949
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113950
https://vulnerabilities.ncsc.nl/vulnerability.html?id=2026/cve-2026-113952
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/362.html

Advisory NCSC-2026-0455 | NCSC

CWE Beschrijving

CWE-377 Insecure Temporary File

CWE-415 Double Free

CWE-416 Use After Free

CWE-787 Out-of-bounds Write

CWE-843 Access of Resource Using Incompatible Type ('Type Confusion’)
CWE-863 Incorrect Authorization

Getroffen producten

Apple

macOS

Disclaimer

TLP:WHITE


https://cwe.mitre.org/data/definitions/377.html
https://cwe.mitre.org/data/definitions/415.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/843.html
https://cwe.mitre.org/data/definitions/863.html

